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A keylogger detection using dynamic API inspection 
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Abstract This paper proposes a keylogger detection scheme by monitoring APIs employed by keylogger to capture
user’s keyboard input. API inspection is one of efficient ways for keylogger detection, since the use of keyboard-input-
related APIs is a typical behavior found in keyloggers. To achieve this, we create a modified DLL which can detect the use
of these APIs. By executing a program with the modified DLL, we can check whether the program includes any of these 
APIs or not. We can say that this scheme is in the category of dynamic heuristic virus detection (in dynamic heuristic
detection, programs are executed in “virtual” machine to check virus behavior; in the proposed scheme, programs are
executed with “virtual” DLL to check keylogger behavior). This paper carries out basic experiments to evaluate its 
detection rate and false detection rate.
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4. DLL

4.1 DLL

3.4.1 3.4.2 API
Windows GetAsyncKeyState

SetWindowsHookEx user32.dll
user32.dll API

DLL
API

Windows2000 DLL
user32.dll
user32.dll DLL[11]

DLL
Microsoft Visual C++ 6.0 

1 user32.dll
DLL _ser32.dll DLL

user32.dll
GetAsyncKeyState SetWindowsHookEx

API 3.4.1 3.4.2

_ser32.dll (API_call) { 
if (API_call = = GetAsyncKeyState (0-9 && A-Z))

 alert ;
if (API_call = = SetWindowsHookEx (Global_Hook))

 alert ;
   user32.dll (API_call) ;
}

1 DLL(_ser32.dll)

DLL
API LoadLibrary
LoadLibrary kernel32.dll

kernel32.dll DLL
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_ernel32.dll 2 _ernel32.dll

_ernel32.dll (API_call) { 
if (API_call = = LoadLibrary (DLL_call)) { 

      if (DLL_call = = kernel32.dll) {
        DLL_call = _ernel32.dll ;
      }
      else if (DLL_call = = user32.dll) {
        DLL_call = _ser32.dll ;
      }
      else if (DLL_call ! = DLL) { 
        Replace (DLL_call) ;
        # DLL
        # DLL
      }
   }
   kernel32.dll (API_call) ;
}

2 DLL(_ernel32.dll)

4.2 DLL
DLL

1 kernel32.dll
user32.dll DLL

DLL

kernel32.dll user32.dll
_ernel32.dll _ser32.dll

DLL
DLL

DLL DLL

DLL
DLL
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Windows LoadLibrary API
DLL

DLL

1 Windows OS DLL
DLL

Windows [13]
DLL

[12] DLL
_ernel32.dll

LoadLibrary
DLL DLL

DLL 2

2 DLL

DLL
DLL

DLL
GetAsyncKeyState SetWindowsHookEx 3.4.1
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5.1
LAN PC

PC 1
1

OS Windows 2000 Professional
CPU Pentium  800MHz

256MB

5.2
1 2

DLL

2

2

API
SpyAnywhere [14] 

Perfect Keylogger [15]
Activity Logger [16]

XPCSpy [17] 
 [18] 
 [19] 

Parasite [20] 
WingKEY [21] 

 [22] 

Casper [23] 

2

Activity Logger

Activity Logger

Casper API

Casper

Casper
explorer.exe

API CreateRemoteThread

3

5.3

MS Office

3

3

API
MS Word
MS Excel 

MS PowerPoint
Internet Explorer

Firefox
Outlook Express

Thunderbird
xkeymacs [24]
AltIME [25] 

3

3 DLL Casper
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