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Abstract Currently, The damage of the spyware expands rapidly, its threat is expected to extend to the enterprise network in the future.

However, spyware intrude so as not to be discovered by the user and hide cleverly, therefore countermeasures for spyware have been 

becoming difficult. The general countermeasures for spyware is the method of introducing anti-spyware software into all PC. In the 

enterprise network, there is a problem that the introduction and management is difficult. In this paper, we propose spyware traffic detection 

and prevention using traffic analysis  
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InternetExplorer6 Firefox1.5 Spyware 
(Gator)

POST /** HTTP/1.1 
Accept: 
Referer: 
Accept-Language:  
Content-Type:  
Accept-Encoding:  
User-Agent:  
Host: 
Content-Length:  
Connection:  
Cache-Control: 

POST /** HTTP/1.1 
Host:
User-Agent:  
Accept:  
Accept-Language:  
Accept-Encoding: 
Accept-Charset:  
Keep-Alive: 
Connection: 
Referer:  
Content-Type:  
Content-Length:  

POST /** HTTP/1.1 
Accept:  
Content-Type:  
X-UA: 
User-Agent:  
Host:
Content-Length:  
Connection:  
Cache-Control: 

OutlookExpress6 Thunderbird1.5 Spyware 
(Perfectkeylogger)

Message-ID: 
From:
To: 
Subject: 
Date: 
MIME-Version: 
Content-Type: 
X-Priority: 
X-MSMail-Priority: 
X-Mailer: 
X-MimeOLE: 

Message-ID: 
Date: 
From:
User-Agent: 
MIME-Version: 
To: 
Subject: 
Content-Type: 

From:
To: 
Subject: 
Date: 
X-Mailer: 
Content-Transfer-En
coding: 
MIME-Version: 
Content-Type: 
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