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Abstract We implemented a ring signature tool on Java that guarantees anonymity. This
tool combines RSA with Schnorr signature to construct a ring signature. We adopt an XML
signature format to sign on various objects. In this paper, we show the performance of the tool
which proves the practicality of a ring signature.
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<!ELEMENT Signature

(SignedInfo, (SignatureValue|RingSignatureValue),

KeyInfox,0bject*)>

1: JE9RFE A PR (Signature)

<!ELEMENT RingSignatureValue (c,s+)>
<!ELEMENT c (#PCDATA)>

<VELEMENT s (#PCDATA)>

<V'ATTLIST s Id ID #REQUIRED>

2: BHEDODHILREFE (RingSigna-

tureValue)

3.5 FX(Avt—2)

“RIN” 1& XML &4 @ Detached Signature &
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BHMBT 7 A )4, BHT 7))V O HE,
BTy AV, BELERNERINS.

<!ELEMENT SchnorrKeyValue (P,Q,G,Y)>
<!ELEMENT P (#PCDATA)>
<IELEMENT Q (#PCDATA)>
<IELEMENT G (#PCDATA)>
<IELEMENT Y (#PCDATA)>

3: BN L 7z %54 (SchnorrKey Value)
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<?xml version="1.0" encoding="UTF-8" 7>
<Signeture xmlns="http://www.w3.org/2000/09/xmldsig#">
<SignedInfo>

<CanonicalizationMethod

Algorithm="http://www.w3.org/TR/2001/REC-xm1-c14n-20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#ring" />

<Reference URI=“message.doc">

<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#shal" /> ER NN

<DigestValue>LTYx0TUyMDIyNzA3Mjkx0D-'</DigestValue>
</Reference>
</SignedInfo>
<RingSignatureValue>
<c>NDY2NzQ4NzE40DM10TIwMTgONTkxNj --</c>
<s Id="kikuchi’ >MTAyNTc10TAOMDc4ODUYNjM:+:</s>
<s Id="ueyama” >NDc50TI3MjQ2NDk3MTEINT:"-</s>
</RingSignatureValue>
<KeyInfo Id=“kikuchi.rpub">
<KeyValue>
<RSAKeyValue>
<Modulus>MTUONjUxODEOM**</Modulus>
<Exponent>NjU1Mzc=</Exponent>
</RSAKeyValue>
</KeyValue>
</KeyInfo>
<KeyInfo Id="ueyama.spub">
<KeyValue>
<SchnorrKeyValue>
<P>0Dc5Nzk00DA50DgzMD:"*</P>
<Q>0Tk3MjM3MTISMzQuNT --</Q>
<G>NDY5MzA3Njc30TY1MT: "</G>
<Y>0DQuNDAXMjU20DA2Nj </ Y>
</SchnorrKeyValue>
</KeyValue>
</KeyInfo>
</Signeture>

4: XML ZBHADY > 7)) (n=2)
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FHHER - Meon Fek 20 01:40:08 JST 2006

RI7ANE : ishida.spub
kikuchi.spul
ueyarna.rpub
amada.rpub
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BN KRE<ZEHTZHDT, I1 FFv RIVK

RSA OELEREHE TRy (n), BEERE Trp (n), 17544 2 2 BANETH 5.
Schnorr DFEA AR Tsp(n), #EERHE Tsp(n)

TBRRDEDITHT.
Trp(n) = 3.0762n + 104.32
Trp(n) = 3.3659n + 31.98
Tsg(n) = 26.234n + 57.217

(n) = 25.711n + 77.946

TSD n

% 5 BOEWNIT X D USR]

R [ms/IF1] | ZABA%E [ms/H]]
RSA 104.3 3.08

Schnorr 57.22 26.23
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