Joddoooooooooooo 20060 DPS[O 1260 30
IPSJ SIG Technical Report 20060 CSECO 320 30
0 200603016

proxy ZF|FH L= HTTP U T X FMEWIZEL D
AntiPhishing > X T LDIRE
PR SRt EE OB TEE MEAIT LR A

T PRRFERFRE TR FR TFHK T112-8551 HWAHICRIX AR 1-13-27
R K SE R FE A
T112-8551 HEH U RAEH 1-13-27 TR KFEBEF v /3R 3 58 12 (4

HOEL AH, 10 ¥—3y " EFHLEA Y TA P —EZOMAERZFTERT % Phishing O#ENEZL
LTWa. L»nL, 790H07T K42y —nAA"—2HHTEFOXMNKRTIEL, 77 v 27 U A RHE-S% Phishing
YA FOHWE L TNWDT=D, 7T v 7 U A RNIEEW Phishing 1 FE2BRHETE 20V EWIHIFRENRSHD. £ T
ARG T, proxy ZFIH LT HTTP V7 =X ORRZMHT L, Web H A1 bOFEHMNENRE LW T
Phishing %1 MZA 528 EmMZHE 2 5 = £ 128V, Phishing %A F 2T FELZRETS. £ 1L
T, 78 NI A TV RAT LB, FEBKT Phishing VA b ~T 7 B 2 &24T2 > 2B RS, REFIEOHL)
MR

Proposal of an AntiPhishing system
by the HTTP request analysis that used proxy

Motohiko Nakamura? Masato Teradatt Yuji Chibaft Norihisa Doif
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1-13-27 Kasuga, Bunkyo-ku Tokyo 112-8551, Japan
11 Research and Development Initiative Chuo University.
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Abstruct Phishing is a type of deception designed to steal your personal data and damage by it is reported to
have spread over these years. Some preventive measure has been proposed but their effect is not satisfactory.
Because most of them cannot detect Phishing sites they does not know as they find Phishing sites based on
blacklist. To solve this problem, we propose a method to detect unknown phishing sites by watching HTTP
request using proxy to detect the characteristics of the Phishing sites (short continuation period, and so on) to
warn the HTTP client how suspicious the target site is. We evaluated effectiveness of the proposed method by
using the prototype system we have implemented.
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