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Abstruct Phishing is a type of deception designed to steal your personal data and damage by it is reported to 
have spread over these years. Some preventive measure has been proposed but their effect is not satisfactory.  
Because most of them cannot detect Phishing sites they does not know as they find Phishing sites based on 
blacklist. To solve this problem, we propose a method to detect unknown phishing sites by watching HTTP 
request using proxy to detect the characteristics of the Phishing sites (short continuation period, and so on) to 
warn the HTTP client how suspicious the target site is. We evaluated effectiveness of the proposed method by 
using the prototype system we have implemented.  
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http://www.antiphishing.org 

[2] http://www.antiphishing.org/reports/apwg_ 
report_DEC2005_FINAL.pdf 
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[3] EarthLink toolbar EarthLink

http://www.earthlink.net/software/free/toolbar 
[4] Netcraft http://news.netcraft.com/ 
[5] Wayback Machine Internet Archive

http://www.archive.org/Web/Web.php 
[6] http://jprs.jp 
[7] Microsoft http://msdn.microsoft.com/ie 
[8] Stanford Security Lab Stanford university

http://crypto.stanford.edu/SpoofGuard 
[9] RBL.jp, http://www.rbl.jp 
[10]

http://www.videoi.co.jp/data/wsr/wsr051012.html
[11] HTTP proxy 68user’s page

http://x68000.q-e-d.net/~68user
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