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An Anti-Phishing Method by Detecting Hijacked
Brand Names in Spoofed Emails
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Abstract In recent years, many people use email and various online services by the wide use of Internet.
In that context, phishing attacks which aim at users’ personal information become a serious threat. In this
paper, we propose an anti-phishing method. This proposal method has a function of URL verification by
using white list of legitimate web sites. To counter the social engineering technique, we focus attention on
the hijacked brand name in spoofed emails. We show the prototype system of our method and the evaluation
about precision in detecting the hijacked brand names.
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