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Abstract There are a lot of scan attacks which look for existence of the old software in which the security
hole remains etc. As these attacks measure ,we propose and operate the system which adds delay to TCP
connections for scan attacks and deters scan attacks as a matter of fact in Oita University. It implements as a
transparent bridge, so that the system can be installed anywhere in a network. In this paper, we describe effect

of attack control by this system from the log.
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KMEER AT L, HRUBER I
AT LA 25—y MEREARD 2 RD

22:23:51: <add > 210.83.208.155 48024 => 202.253.*.0 22 tcpopt=2 count = 1 wait=1
22:23:51:210.83.208.155 48025 ==> 202.253.*.1 22 tcpopt=2 count = 2 wait=2
22:23:51:210.83.208.155 48026 => 202.253.*.2 22 tcpopt=2 count = 3 wait=4
22:23:51:210.83.208.155 48027 => 202.253.*.3 22 tcpopt=2 count = 4 wait=8
22:23:51:210.83.208.155 48028 ==> 202.253.*.4 22 tcpopt=2 count = 5 wait=16
22:23:51: 210.83.208.155 48029 => 202.253.*.5 22 tcpopt=2 count = 6 wait=32
22:23:52:210.83.208.155 48030 ==> 202.253.*.6 22 tcpopt=2 count = 7 wait=64

Ga)
22:24:50: <drop> 210.83.208.155 48359 ==> 202.253.%.253 22 tcpopt=2

22:24:50: <drop> 210.83.208.155 48358 => 202.253.* 252 22 tcpopt=2

22:24:50: <drop> 210.83.208.155 48356 => 202.253.*.250 22 tcpopt=2

22:24:50: <drop> 210.83.208.155 48360 => 202.253.*.254 22 tcpopt=2

22:32:45: 210.83.208.155 43388 => 202.253.*.1 22 tcpopt=2 count = 64 wait=1879048192
22:32:45: 210.83.208.155 43389 => 202.253.*.2 22 tcpopt=2 count = 65 wait=1879048192
22:32:48: 210.83.208.155 43388 ==> 202.253.*.1 22 tcpopt=2 count = 66 wait=1879048192
22:32:48: 210.83.208.155 43389 => 202.253.*.2 22 tcpopt=2 count = 67 wait=1879048192
22:32:54: 210.83.208.155 43388 ==> 202.253.*.1 22 tcpopt=2 count = 68 wait=1879048192
22:32:54: 210.83.208.155 43389 ==> 202.253.*.2 22 tcpopt=2 count = 69 wait=1879048192
00:08:14: <remove> 210.83.208.155

47 SSH ~0 scan %

16:29:39 <Add> 202.137.164.250 3813 ==>202.253.*.192 2967 tcpopt=2 count=1 wait=1
16:29:42 202.137.164.250 3813 ==> 202.253.*.192 2967 tcpopt=2 count=2 wait=2
16:32:15 202.137.164.250 1340 ==> 202.253.*.58 2967 tcpopt=2 count=3 wait=6
(GRS

17:23:08 202.137.164.250 4641 ==> 202.253.*.96 2967 tcpopt=2 count=7 wait=64
18:23:48 <remove> 202.137.164.250

18:47:51 <Add> 202.137.164.250 1291 ==> 202.253.*.0 2967 tcpopt=2 count=1 wait=1
19:46:46 202.137.164.250 4349 ==> 202.253.*.131 2967 tcpopt=2 count=2 wait=2
(FE8)

20:44:18 202.137.164.250 1319 ==> 202.253.*.144 2967 tcpopt=2 count = 9 wait=256
21:50:26 <remove> 202.137.164.250

B8 R—F 2967 ~0 scan W&
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