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Containment of Worms with Dummy Addresses

Taro Inabal | Nobutaka Kawaguchi! , Shinya Taharat |
Yusuke Azumat , Hiroshi Shigeno! and Kenichi Okada'

Most of existing network worms used address scans to find vulnerable hosts. Recently, however,
worms with more effective propagation strategies have emerged. Among the worms, we focus on the
worms that use address lists at already infected hosts to find other vulnerable hosts effectively. In this
paper, we propose a method to detect and contain such worms. In our method, a detection system
inserts some dummy addresses into the address list of each host. The system detects the existence of
worms when a host tries to open connection for a dummy address, and then traces back the connection
logs to find potential infected hosts and removes them from the network. Computer Simualtion shows
our method detects and contains worms with less than 1% infected hosts and less than 5% removed

hosts.
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