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An Approach to the Prevention of Remote Buffer Overflow Attacks
Li Bibo T Minoru Uehara T Hideki Mori T
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Abstract The remote buffer overflow vulnerability is the most serious security vulnerability
in network security domain. How to enhance the defense ability to remote butfer overtlow
attack becomes an important research subject. In this paper, we put forward a model of
defense remote buffer overflow attack based on hardware. The constructing idea and the
structure of the model are given, and the realization technology and method of each module
are described. In the last of this paper, we give an analysis and remark to the influence of
model performance caused by each factor.
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Parameter Value
L1 I-Cache | 16kB, 4-way, 32B cache lines
L1 D-Cache | 16kB, 4-way, 32B cache lines
L2 Cache | 1MB, 4-way, 32B cache lines
L1 latency 1 cycles
L2 latency 10 cycles
Bandwidth 100 Mbps

Packet 10 Mbps
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