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Abstract This paper reports on the 14th ACM CCS 2007 (Conference on Computer and
Communications Security 2007) and CCS2007 workshops, held on October 29 to November 2,
2007, at the Hilton Alexandria Mark Center, Alexandria, VA, U.S.A.
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CCS2005 250 38 15.2%
CCS2006 256 38 14.8%
CCSs2007 302 55 18.2%
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I-1. A Path Toward Better Security For
Consumer Products (Morris Moore, VP,
Security Technology, Motorola Labs,
Motorola Inc)

I-2. Why is it so Hard to Transition My

Research? (Lee Beausoleli DTO/
NICIAR Technical SETA)
[-3. Exploiting Online Games (Gary

McGraw, Cigital)

I-4. Live Forensics (Frank Adelstein,
Senior Principal Scientist, ATC-NY)

T-1. Forensic Techniques for Content
Protection (Hongxia Jin, IBM Almaden
Research Center)

T-2. Regulatory Compliant Data Manage-
ment (Radu Sion, Department of Com-
puter Science, Stony Brook University;
Marianne Winslett, Department of

Computer Science, UTUC)
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T-3. Privacy in Location Service:
State-of-the-art and Research Direc-
tions (Mohamed F. Mokbel, Department
of Computer Science and Engineering,
University of Minnesota)

T-4. Research Challenges in Securing VolP
(Xinyuan Wang, Department of Infor-
mation and Software Engineering,
George Mason University)
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1. Web Applications Security

2. Traffic Analysis and Location Privacy

3. Data Disclosure
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(1)Workshop on Privacy in Electronic
Society (WPES2007)

(2)Workshop on Digital Rights Manage-
ment (DRM2007)

(3)Workshop on Quality of Protection
(QoP2007)

(9)Workshop on Storage Security and
Survivability (StorageSS2007)

(5)Workshop on
(WORM2007)

(6)Workshop on Secure Web Services
(SWS2007)

(7)) Workshop on Formal Methods in
Security Engineering (FMSE2007)

(8 Workshop on Scalable Trusted Compu-
ting (STC2007)

{9)Workshop on Digital Tdentity Manage-
ment (DIM2007)

(10)Computer  Security  Architecture
Workshop (CSAW2007)
ThooRY—7 v e v OEBRIT.

CCS2007 AEFH L MR ACM TV # LT A
T U hHRTE 58],

Recurring Malcode

3.1. WPES2007

Workshop on Privacy in Electronic Society
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3.2. DRM2007
Workshop on Digital Rights Management
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WD 6 >DE vz Architecture and
Implementation, Applications of DRM,
Legal Aspects, Modeling of DRM System,
Software Protection Methods, Supporting
Technology BWTHIERE O & Him s
Thohiz, £, IRV FRED Andrew
Odlyzko #5%iZ £ ¥ . “Digital Rights Manage-
ment: Desirable,

inevitable., and almost

irrelevant” & B U CEFBES T,
3.3. QoP2007

Workshop on Quality of Protection (QoP)
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WE =, &% Tt Software Security .
Business Security Metrics, Network Secu-
rity. Risk Analysis D 4 -DD& > g BE
o, I B ORI RIC >V TER S,
¥ 7. RAND Corporation @ Shari Lawrence

2L Y, “Measuring Up: How to Keep

Security Metrics Useful and Realistic” & 28 L
THEMEE TN,

3.4, StorageSS2007
Workshop on Storage Security and Sur-
vivability (StorageSS) 2% 3 EIE DR T
HH AT~ a vy CRET 4 A7 EHBN
Ay hT—Z#LOA ML —VIED0 T E
7o % OEE EEBIC OV TR o7,
CEERA T = ADA N L= DY AT
MTE R E H T, StorageSS2007 Tix 124
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Confidentiality. Secure Paths, Corruption Is
a Fact of Life, Code Archeology ® 4 5D
v ¥ a MICBOWTERRFRRRIC O TER S
nr,

3.5. WORM2007

Workshop on Recurring Malcode (WORM)
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BT ABEHD 2~ FIZOVWTHRIHES A
RHITE b BRI D, 40N 30 0B 13
B0 10 HERFEIRE N, B3, Threats,
Worms, Analyzing and Detecting Malware,
Mobile Malware D 4 >0 v g »id LR
Ihi,

3.6. SWS2007

Workshop on Secure Web Services (SWS)
X Web h—E 2 & XML ICBET2 %2 T
« YD, SWS2007 1355 4 6 B 0BMET
05,28 HORMIBRHEDHY . EDOND 13 1
BEIRE N7, EEB T, Web J— 20y
— AR T — x5 7 F ¥ (SOA: Service
Oriented Architecture)lZ¥ it} 5 7 7 2 A,
XACML R Y HZOWTEHERMTONE,
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3.7. FMSE2007

Workshop on Formal Methods in Security
Engineering (FMSE) {3¥ 3= U 7 ¢ $ifiiC
BT R FIEIC L BBIEFIEIC OV T
FHITDEHODOT—2 3y THY ., FMSE
2007 IXF A EIH & 725, HAFHTIL28 Ho
FRXERYBH Y, FORND 8 HRFIRETE,
MZ T HBREED 2 5 Y . Naval Research
Laboratory @ John McLean {#+:23 “Formal
Methods in Security Engineering: Where
We've Been, Where We Are, Where We Need
to Go” L\ H Z A kG, Galois, Inc.® Jeff
Lewis 123, “Cryptol: Specification, Imple-
mentation and Verification of High-grade
Cryptographic Applications” & 25 # 1 kv
THRRHEEIT 1,

3.8. STC2007

Workshop on Scalable Trusted Computing
(STO) X Trusted Computing % KR
AT LB LI B ETHAS—F
UF 420 L EIZEF 2 YT 4 EORREIIC
ONWTHRTALEDDTI—I Vg v/ TH3B.
STC2007 1438 2 I DBRETH v | 30 HDFHL
BRRHY  AEO T N2 sRE DY g —
P_R—ABEIR sz, &7id Mobile and
Embedded Trusted Computing, Trusted
Platform, Channel, and Storage, Property-
Based Attestation, Applications D&t v ¥
g & 2 HORFEEIOER INE, AMD
@ Leendert van Doorn 1§ tix. “Trusted
Computing Challenges” &9 # A VT, ¥
gy« RTHAKRD Yair Amir Zi2iT.
“The Insider Threat in Scalable Distributed
Systems: Algorithms, Metrics and Gaps” &
WO ZA MNTRFREREIT o T2,

3.9. DIM2007

Workshop on Digital Identity Manage-
ment (DIM) X Digital Identity &HiZ-o\»
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Digital Identity D—HPE Y F 4 (DT
REHTTND, DIM2007 1%, % 3 EH O
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10 Rl shie, KF|IL. KD 450k
g » Usability and Authentication, Iden-
tity Assurance and Linkability, Network-
Based Approach, Reputation and Trust 725
MR STz,

3.10. CSAW2007

Computer Sccurity Architectures Work-
shop (CSAW) (X4 HINE 1 HOBRETH -7,
30 HFoBFERH Y. 9 HENRIRS K, &3
X3 2D v ¥ 3 » Hardware Environments,
Authorization and Authentication, Crypto-
graphy and Storage 8 LU U J A KFETH
T ?D Daniel J. Bernstein #f#1Z & %“Some
Thoughts on Security After Ten Years of
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— 2 VR TLBERER
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a) Stealthy Malware Detection Through
VMM-Based Out-of-the-Box" Semantic View
Reconstruction (X. Jiang (George Mason
University) et al.

EEOIX, wAv=TRHRIHBOEDIZ, VMM
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b) Panorama: Capturing System-wide Infor-

mation Flow for Malware Detection and
Analysis (Heng Yin (CMU) et al.)

FEDLIT, AT TREDEDIZ, VAT
DICAT ENTAFBITH T DGR 7 5 7
EHEEL, GEERCOS Loro ks m
TR EV 2 hHEVTERERBES Lk
7774, FhEFMTH AT A
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&Y, F—af— RRATY—FR=77 N
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T = b Fy NEORAT =T ERETED
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¢) An Analysis of Browser Domain-Isolation
Bugs and a Light-Weight Transparent De-
fense Mechanism (Shuo Chen (Microsoft
Research) et al.)
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[1] The 14th ACM Conference on Computer
and Communications Security (ACM CCS
2007). http:/lwww. sigsac.orglees/CCS2007/.
f2] CCS2007 Workshops. http://www.sigsac.
org /ccs/CCS2007/workshop . html.

{3] ACM Digital Library. http://portal.acm.
org/dl.cfm.

[4] The 15th ACM Conference on Computer
and Communications Security (ACM CCS
2008). http:/lwww. sigsac.orglces/CCS2008/.
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