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Abstract

Almost enterprise companies implement the various measures which prevent information
leakage, but they don’t usually execute the network monitoring to grasp the fact whether
the confidential business information (file) is leaked on the internet. On the other hand,
leaked secret information (file) on Internet likely spreads to a wide area in a short period,
therefore, the detection delay of leakage facts is a possibility damage expanding.

Then, the authors studied and proposed the information leakage detection process,
statistical feature extraction from a file data, and a same (or similar) file detection methods
using the score table. And we verified the effectiveness of the proposed method.

In this paper, as we verified in regard to the optimum size of the block length which is
parameter in feature extraction of a file data, the result is reported.

Keyword information leakage, statistics methods, feature extraction, file detection,
score table
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