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abstract It is called “on-the-fly cryptography” that program codes are pre-encrypted by the
bytes or words in the memory, and decrypted dynamically during execution. However, any
cipher mode has not been applied to the “on-the-fly cryptography” because the programs have
branches or/and loops. In this paper, we propose an on-the-fly cryptography which applies the
CFB mode by initializing the register on branch/jump. And we also compare our proposal with
other improved on-the-fly cryptographies. Even when the width of the data bus is narrow, our
proposal is applicable and keeps the system secure.
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