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Abstract:  With the spread of networks like Internet, a new technology such as the agent technology is
researched. On the other hand, a problem about the protection of the information security of an agent had
arisen. A study of security is essential for the spread of the agent technology. In this paper, to protect the
multi-agent system, we examine a security function against an impersonation attack. We propose a method fo
exclude malicious agents in the multi-agent system using grouping and mutual monitoring techniques. In this
method, we consider three levels of structure to protect security of a multi-agent system. They are the IDS layer,
avthentication layer, and the malicious agent exclusion layer.
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