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Abstract An IP traceback system that tracks a spoofing packet from a victim (destination host) to an
attacker (source host) has been active researched against IP spoofing attacks. However, it is hard to implement a
tracking function or probe on many routers that connect the source host to the destination host on the Internet. In
this research, we propose a simple IP traceback scheme that finds a victim FQDN event with attacker IP on DNS
server or DNS probe logs. It assumes that most source hosts retrieve destination FQDN before spoofing attacks.
The spoofing attacks are confirmed with a hash function calculated with the source IP and the victim FQDN to
prevent leakage of communication record. We also consider that the retiability of traceback results can be gained
to check multiple traceback results. Efficiency of our scheme is evaluated to investigate bot communication
patterns that include DNS queries.
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