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Method to Detect Memory Corruption
for Embedded Systems Development

TAKUYA KONDOH,t KENJI EJiMAtt and MASAHIKO SAITO*

Dependability of embedded software has been much more important as the system becomes
more diverse and complex. Memory corruption is one of the most difficult problems. The
resulting failure is often far away from the error code. It is hard to detect the true cause of the
memory corruption. Especially, recent SoC has more than one processor or hardware engine
that may access the same memory device. It is much harder to detect memory corruption
in such environment. We have developed a method to detect such memory corruption using
a SoC simulation tool. It detects memory corruption by hooking instruction execution and
memory access. The method makes it fast to develop highly reliable embedded software.
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Fig.1 Detecting memory corruption by guard region
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Fig.2 Method to detect memory corruption
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Fig.5 Detecting memory corruption by hooking memory
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int i, a;
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Fig.6 Sample program that involves illegal array access
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