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An Architecture of a lightweight IP
for system LSI virtualization

KEN-ICHIRO YOsHII,t HIROSHI YAO! and TATSUNORI KANATt

Nowadays, system LSIs embedded in digital media systems become more complicated and
sophisticated because various functional modules are integrated into them. To prevent inter-
ference among processes of function modules, safe, secure, and dependable runtime environ-
ment that covers whole system LSI is important. Therefore, we propose a new virtualization
hardware IP architecture that realizes such runtime environment for software and hardware. In
cooperated with hypervisor, hardware IPs realize system LSI virtualization by access control
for memories and devices, and delivery of interrupts from devices to appropriate destination.
An extra hardware protects runtime areas for hypervisor. These hardware IPs can be added
to system LSIs without changing the platform of them.
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Fig.1 Concept of system LSI virtualization
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Fig.2 System LSI with hardware IPs for virtualization
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Fig.3 Protected area with HV mode
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Fig.4 Device interrupt processing
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Fig.6 Normal sequence of interrupt processing
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