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Enhancing reliability in Hybrid OS system with security hardware

Kenichiro Nakajima' Shinya Honda® Shigeharu Teshima® Hiroaki Takada
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Abstract  Next generation in-vehicle information systems are supposed to run on single platform on that
both of two different domains; information systems and control systems, are integrated. Control systems
require higher qualities in terms of dependability and real time real-time capability than those of information
systems. This paper presents a software module SafeG, which allows dual OSes to run in parallel on a single
processor and to keep security and real-time ability of control systems against insecure information systems.
Design and implementation of SafeG based on ARM architecture is also discussed in the paper. TrustZone,
which is secure extension in ARM processor is a key mechanism to implement SafeG functionalities.

There are two ways in order multi OSes to run in parallel. One is Hybrid OS system and another is VM system.
In Hybrid OS system, there is no way to fully protect control system from information system. In VM system,
there is also no common embedded processor with VM support function to effective execution. Our design
allows to entirely protect the control systems from the information systems with less effort using common
hardware in embedded systems. We demonstrate that our design has less overhead and enough realtime ability
on areal hardware.
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