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" Security protocols are used to establish secure connections between computers over an insecure
network such as the Internet. One of the most important issues is to make clear what kind of
precondition a security protocol assumes and what kind of property is guaranteed by the protocol.
Our goal is to make security properties clear and to present formal methods for specification and
verification of securlty protocols. We intend to describe formal specification of a security protocol
using the RAISE method, and to make security properties clear which the protocol intends to
guarantee. We also aim to give formal proof of the properties and guarantee that the protocol has
them. In this report, we specify the SSL Protocol using RSL and verify its security against the
man-in-the-middle attack which is supposed to be done to the protocol. As we describe formal
and rigorous specification of the protocol, we can obtain clear preconditions which the protocol
assumes, and make clear what kind of property the protocol guarantees. :
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1. C—S CLIENT-HELLO s.id, chall
2. S— C SERVER-HELLOD s-id_hit,
s_cert, cid
3. C—S CLIENT-MASTER-KEY k,,{m key}
4. C—S CLIENT-FINISHED kew{cid}
5. S-—C SERVER-VERIFY ksw{chall}
6. S— C SERVER-FINISHED kow{sid}

RAISE Development Method i¥, #REN B
HAEZ FEMLL, ERIEWEHE T BRMICER
T200RRFETHS [9). SRRBEREOHE
DOBIIHBETREBHEISH Y, ELWBARET-
TWEPE I PORIEFEELRL TN,

RAISE TiZ, RAISE Development Method IZ
Wolzv AT ARBEE BTS20, FHEEER
HL7-RAISE V- VP HESENTWAS, RAISE
Y =i, RSL % AV ARG RHREE, 2L T
BT O I IV T EENLER TS
TLEXBRT S, ‘

'3 SSL7okan
S 8SLabanit, /8-y rkokFa

Y7478 bayo1oTH5 [3). SSL7a b2
WVIZTCPD L) LEETCEL ISV AR-L T
OhranELEETR, T7Vr—Yarrso
b AWVICIEFEL 20T, SSL7 T+ I EF
BYTAHTTP DY =N 5 47 D AE%
thtws

wwLinb:M;$Ln7F&1477Db:

"V (SSL-HP) & SSLla—F7obankns

20070 INDLEEENDH, KFETIR
SSL-HP. L% H ¥ 5. SSL-HP Tk 547~ b
EF—NFERLIDEI B A=V ERhEDL
T, 7947 MY — N2 HWIEL, BEBRL B
FERERETHZ LDTES, OF ), SSL-HP
PRELBERETEITAREALIE-oTNS,
RITCHHIFATY bo, SIZY—N2FET.
k{data} i data X 58 k THFHLLZbD%
BT 5. BFRLLT, $—10ORHR (k,)
v iav@ (kewiksw) PdD, Ly avig
12 SSL 71 + IV TAT ) BB 0D DET,
SSL-HP Oty ¥ a YEIZH# (chall, cid, 3B &
UFmkey) PHWTHREINS. sidid 2@ELL
Dty s CTmkey # BFIAL, 7uban

—26—



NETWORK

[

ATTACKER

CLIENT SERVER

1: BEDET NV

LT 27 DDFERTH S,

4 RSLIC & 3 Hgs0t

VAT ARBRBICERT AR, HREYHEY
CEFMET B EBLETH S, AETIE SSL
FUbraANEFELTISATY P EF—1F4T
S @|EEEFIVLL, SSL-HP oAk L ¥—r3~
DD TELK%EE RSL TRl d 4. AFTIEH
REOBEVERHORERRAIANERHETS.

AR TIX RSL I X A HAFEERIZONT, £0—
HOAEFEY BT Twa, $XCo RSL fiEdic2
WTOFMIE, XK [7] 2RI v,

4.1 JBEOEFIME

SSL7O FaWVETCP E Vo EEHTXL T
VAR—bMTOPANELBEETAH, F2, AV
F—Zv bDXIARRY PI—I T, E=FIC
Lo TEEARLWREIREINALY, AXASKT:
DEBILNHB, FIT, 7FATV M-
SNAEFIBEERLOL I ITEF ML,

K 1 CLIENT & SERVER X, #h®h s
A7 P ¥ —nEFEY. 72, ATTACKER it
AU P - BBERADHEELEL, NET-
WORK #4rL T CLIENT & SERVER 0l 17
bnTW%LF@ﬂ%%Té EHURETH 5.

@1@%?»@%&HLF%E§TMHWOM(
ZhY, TOUHEERXEDILITL-T, KA
AV PI—7ORBERKT L EHFTER L
B o TWD,

4.2 gxmaﬁg
&2 SSL-HP 2 FIM¥ 5 LTHIRL LTWw5
EAWLMEE % RSL CEERT 5. LT ORBIIR
HEESOUED—IWTH 5.
axiom
[decrypt key OK]
¥ key, keyl, key2 : Key
match_key(key1, key2) =
decrypt key(encrypt_key(key, keyl), key2) =

ok key(key)
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scheme '
CLIENT(N : NETBASE(M)) =
class -
value
c_next :
Client x N.Network —
Client x N.Network
cnext(c, n) =
case state(c) of
Client_0 — send_client_hello(c, n),
Client_1 — recv.server_hello(c, n),
‘Client-2 —»
send_client.master key(c, n),
Client.3 — send._client_finished(c, n),
Client_4 — recv_server_verify(c, n),
Client.5 — recv_server finished(c, n),
Client_ok — {c, n), :
Client.error — (c, m)
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scheme
SERVER(N : NETBASE(M)) =
class ‘
value
 recv client_hello :
Server x N.Network —
~  Server x N.Network
. recv_client_hello(s, n) =
let (msg, n') = N.s_get(n) in
case msg of
M.raw_msg(M.C_hello(s.id, cha,ll))
let
S =
change_s_ld
(s.id, change. cha]l(cha]l s))
in



(change_state(Server.1, '), n)
end,
M.nil — (s, '),
_ — send_raw_error(s, n')
end
end, .....
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scheme ’

OK.NET(M : MSGBASE) =
extend NETBASE(M) with
class
axiom
[cput_sget_ax)
V msg : M.Message, net : Network ¢
s_get(c.put(msg, net)) = (msg, net),
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scheme
BAD_NET(M : MSGBASE) =

extend NETBASE2(M) with
class

axiom
[cput.aget.ax]
V msg : M.Message, net : Network *
a_get(c_put(msg, net)) = (msg, net) ,

[cput.aget.ax] IC &0, 7T 47 FHEER
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theory SYS_OK.TH :
axiom
in ‘
exten :
class object N : OK.NET(M) end
with
* SYSTEM(N)
-
V ¢ : C.Client, s : S.Server, n : N.Network
* C.state(c) = C.Client.0 A k
S.state(s) = S.Server.0 A
N.cget(n) = (M.nil, n) A
N.s.get(n) = (M.nil, n) =
let (¢, s’, n) = run(c, s, n) in
C.state(c’) = C.Cliént_ok A
S.state(s’) = S.Server.ok
end
end
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‘theory SYS_.A1 ERR_-TH :
axiom
in
extend
class object N : BAD_NET(M) end
with
SYSTEM_.AL(N)
+
v
: C.Client,
: A.Attacker,
 S.Server,
: N.Network

Hw e o

C.state(c) = C.Client 0 A

Astate(a) = A.Attacker 0 A

S.state(s) = S.Server.0 A

N.c_get(n) = (M.nil, n) A

N. a_get(n) (M.nil, n) =

let (¢, @/, ¢/, n') = run(c, a, s, n) in
C.sta.te(é’) = C.Client_error- .

end ’

end
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