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Modeling Electronic Money System Considering Its Value Preservation Formats
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Many attentions have recently been paid to the so-called value-storing type of electronic money. Since any money
operating system requires extremely high stability, information security technologies such as Cryptography and
tamper resistance have been developed for maintenance of the stability of the system. But, what happens if those
securities are attacked and broken? In this paper, we study the stability of electronic money systems which is
independent of the security technologies and the protocols used. In so doing, we firstly develop a set-theory-based
model for general money systems, and extend it to a general money system model by adding to the set-theory-
based model some operations for circulation of money. Then, we propose a model for electronic money systems
modifying the above general money system model. In particular, two different types of electronic money system,
a note-type money system model and a balance-type money system model, are proposed in this paper. Lastly, we
study possibilities of detecting a “fake value” that has been circulated in the note-type and balance-type money
system models. Here, a “fake value” applies to a value which was not issued by the originator (or issuer) of the
system, and thus it corresponds to a counterfeit of cash currencies. As a key feature of this work, we show that
a fake value becomes impossible to be detected after it is transferred between at least three users.
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