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Factoring Integers with Block Sieving Algorithm
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Abstract

The security of present cryptosystems is based on the supposed intractability of the factoring
integer problem. Multiple Polynomial Quadratic Sieve (MPQS) and Number Field Sieve (NFS) are
the most efficient known algorithms for factoring integers today. Since these algorithms are memory-
bounded processes in sieving phase, slowdown caused by cache misses is not ignorable. Wambach and
Wettig introduced a double block sieving algorithm to sieving phase of MPQS in order to avoid cache
misses in sieve array, and achieved a speedup greater than two. This paper focuses on effective use of
not only sieve array but primes in cache to achieve further speedup. Moreover, to make efficient use
of both first level cache and second level cache, we introduce triple block sieving algorithm, which is
30-40 % faster than Wambach and Wettig’s for 100 digits composite and above.
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for (b=0; b < k; b++) {
initialize(S, B);
for all p. € FB do {
dy =T, — Tr15 dp = pr — do; By = B — dy;
for (z = x,1; ¢ < Bp; ) {
S[z] = S[a] + log pr;
z=x+d;
S[z] = S[z] + logpr;
z=1z+dy;
}
if (x < B) {
Sla] = S[a] + logpy;
T =1z +dy;
Zr1 =z~ B;
Tr2 = Tr1 + da;
~ Yelse {
zry =z —B;

Tro = Zp1 +di;

}
evaluate(S, B);

1: Single block algorithm

for (by = 0; by < ky; by++) {
initialize(S, By);
for (by = 0; by < ka; ba++) {
sieve [baBa, (by + 1)By[ using the single block algorithm
with primes upto indices r,, (without initialization and evaluation)
}
sieve [by By, (by + 1)Bi[ using the single block algorithm
with primes with indices from r,, to R (without initialization and evaluation)
evaluate(S, B;);

2: Double block algorithm - Wambach & Wettig’s version
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£ 5. By <oy, By Smesp, EEoTRNUTIW,

. FB DHEDFEE po, -y Pro—1,Prys s Prie1: Prys -y PR-1 12 3 FEIL,pr, 1 < B2 < py,, Pri1 < By < p;
Lt5.
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for {by = 0; by < ky; br++) {
initialize(S, B;);
for (by = 0; by < kg; bat+) {
sieve [by By, (by + 1)Bs[ with primes upto indices r,
}
sieve [by By, (by + 1) By with primes with indices from v, to 1
}
_for (by =05 by < ky; by++) {
sieve [by By, (by + 1) B, [ with primes with indices from v to R
evaluate(S, B;); ‘
}

[ 3: New double block algorithm
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for (by = 0; by < ky; by++) {
initialize(S, B );
for (by = 0; by < koj ba++) {
for (bs = 0; by < ks; bs++) {
sieve [b3 B3, (b + 1) B3| with primes upto indices ,
}
sieve [by By, (by + 1) B[ with primes with indices from v to rp,
}
sieve [by By, (by + 1)B1[ with primes with indices from rp, to 1
}
for (b1 = 0; by < ky; byt+) {
sieve [by By, (by + 1)B4[ with primes with indices from r; to R
evaluate(S, By);

4: Triple block algorithm

FER & EE

EERIZI1E, 100 HTO &R RSA100p8681 K UF 7% + 1 (Cunningham project (3]) PEETH 5 116 #7

DEFEAE RV, FREN 40,000 8, 200,000 HOEBEEENOLS FB L, M =22, M=32-22®
RETHELWICHT, 1 SERICH LET LM ERE L (X 1).

FEERIZH\ /2 ¥ »1d Ultra Sparc 166 Mhz, Memory 256 MB, —K7— % ¥+ v ¥ 2 16 KB, =X

Fyv a2 512KB T, TLB 3R—YH 4 X8KBx 64 V") THAHDT, ~E7Iy 7T NVITYX
LD B=512KB, “B70y Z7NITYXLD B, =512KB,B, =16 KB, XR"&7 v 7 NITY
AXLD B, =512KB,B, =8KB, =&7 0y #7NWVITYXH D B =512KB, B, = 256 KB, B; = 8 KB
kL7,

RSA100p8681 C 116
algorithm sieve time | Ssieve total | sieve time | sieve total

(sec) | speedup | speedup (sec) | speedup | speedup
naive 10.993906 1.00 1.00 | 38.304821 1.00 1.00
single block 4.209109 2.61 2.49 | 18.178340 2.11 2.06
double block | 3.347519 3.28 3.07 | 14.381387 2.66 2.57
our dduble block 2.615346 4.20 3.83 | 12.296861 3.12 2.98
our triple block 2.360920 4.66 4.19 | 11.338017 3.38 3.21

% 1: speedup by block sieving

1 SHEAAAT L, sieving phase DFMZ, Q(z) DELXFIE L0, BeRH/4-), FB ETO trial division




ZL72)§5mDIZ, RSA100p8681 T 0.34 #, €116 TFH 0.85 Hhbhsb. ZhEEZEL T, triple
block sieving i3 naive sieving IZH~X RSA100p8681 T 4 5Ll E, €116 T 3 LU LOEER LAA LN,
Wambach & @ double block sieving IZH-<_Th, #30 ~ 40 % OFEEHLEFALNS,

LB, IROOWERMIESHET 1 FEAC A, LEBMTH ), ERCREI TERESBLLY &
5 &, single processor Tix 1 # AULEEA R L3 252518122 50T, BEOHKHEEEE TER
Bo@s 52 LidhRiho 7z,

EBRICERBSBR T E R A ADEHHUL, 74% + 1 (Brent, Montgomery and te Riele’s extensions
to the Cunningham Project [2]) DE¥ETH 5 87 HiOEHET, 1996 4 11 RRERTHDO DT,

108 0239 0303 3928 2189 8961 4308 0011 0699 4662 9938
7577 0504 8320 8771 8439 1038 1876 9755 5669 9587 0337
¢
929 9722 9516 9143 2891 4935 6524 9009 *
1161 5819 4814 0517 8834 6139 7748 2815 2836 0191 6151 0165 2391 2593

Lot

hon7ay 7587 NVT) XLOFEE FB DKESEEZTHRITAL. R = 10,000~250,000
T AEET7T NI ALDFEERER M5 DL Hichh, ZBE7ay 2 70T X41E Wambach S0
B70y s 7 VITJALLEDEIZ30 ~40 % I EWGHLE, —FTETNVTIALELL FB O
AZBKREL DTy I5HOHBIENTL B LD 505. T, FBHPKREL B LKRERFE
BETHBVIH LT 7R THEEDEL Y, T7RAIAMRESG L bz ELLRL, I
TAEAEIE 2,3 BX2H, WTROKRENREHRIZIT 2o Thkn,

Effect of Block Sieving
Speedup
Our triple block
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1. \ Singieblack™ """
5.00 \ Najve -~ """ °"°"°"°7°°°7°7°
4.50 S

.. \

4.00 ~ = S \\
350 N N

. I ~J
200 1= S N x
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Size of Factor Base
0 100,000 200,000

B4 5: Relation between the effect of block sieving and the factor base size
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