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The Security Model of OZ:
an Object-Oriented Distributed Systems Environment

Toshihiro Nishioka Yoichi Hamazaki Michiharu Tsukamoto
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Mitsubishi Research Institute Electrotechnical Lab.
2-3-6, Otemachi, Chiyoda-ku, Tokyo, 100 Japan 1-1-4, Umezono, Tsukuba, Ibaraki, 301 Japan

The OZ, an object-oriented distributed systems environment, features that any objects of
unknown classes developed in anywhere in the world can be passed over the network. In such
systems, it is important to protect the already-existed objects, as well as to protect the host
system being damaged from the imported objects. This paper explains the security model to
achieve it.

This security model consists of the access control of the remote method invocations using the
user authentication and the protection mechanism for the host system and the already-existed
objects from the imported objects. Since the behavior of the imported objects are extremely
limited by this security policy, in some situations, several programming techniques are required
to relax this limitation safely. This paper also describes these programming techniques.
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