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Software-Tamper-Resistant Processor

KAzuTo SHiMIZU,t HIDETSUGU IRIE,'t MASAHIRO GOSHIMA!
and SHUICHI SAKAI ¢

Secure Processor is researched as a technique for protecting the program from Tampering.
It is considering Hardware Tampering, so the memory access speed decreases because the
memory is encrypted.

Many of Tampering is Software Tampering, and the greater part of Tampering can be pre-
vented by resistance to Software Tampering. Then, we propose Software-Tamper-Resistant
Processsor, it had the mode that prevents Software Tampering. This doesn’t need the code
encryption/decryption for the memory access, and a high-speed access is possible.

In addition, it was confirmed with a simulator to be able to execute Software-Tamper-

Resistant Processor more high-speed than Secure Processor.
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