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Access Contorol using XACML for WSRF-based Information Service

ATSUKO TAKEFUSA,! HIDEMOTO NAKADA,! SEIYA YANAGITA,,
ToMoOHIRO KUDOH,* YOSHIO TANAKAt' and SATOSHI SEKIGUCHI *

It is an important issue to provide information on Grid resources and job status. The
Ganglia cluster monitoring tool and MDS in Globus Toolkit 4 can provide such information
service. However, all the information should not be disclosed for all users, who might, belong
to different virtual organizations. We propose a WSRF-based information service system,
which enables various policy definitions by XACML, a standard of authorization model and
policy description language, and fine-grain access control of information. The experiments us-
ing our prototype system show: (1) The overhead of XACML authorization decision process
is negligible, while that of WSRF /GSI is dominant, (2) Parallel information aggregation from
multiple sites makes the overhead acceptable, and (3) Even for a large number of policies, the
XACML overhead is still negligible over the total processing time.
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<?xml version="1.0" encoding="UTF-8"7>
<Request>
<Subject>
<Attribute
Attributeld="@BHEHHF"
DataType="BH#DZEI">
<AttributeValue>BHEfE</AttributeValue>
</Subject>
<Resource>
<Attribute
Attributeld="BHEAIF"
DataType="/BHDEI">
<AttributeValue>@EMEfE</AttributeValue>
</Resource>
<Action>
<Attribute
AttributeId="EMEFEHIF"
DataType="@fEDEI">
<AttributeValue>B{E{H</AttributeValue>
</Action>
</Request>

B2 SRAEROMEK

<?xml version="1.0" encoding="UTF-8"7>

<Policy
PolicyId="=R U “#HIF"
RuleCombiningAlgID="7 7 & X [ & DY EFHE">
<Description>iK U * D7HBi</Description>
<Target>R U L & @A 5 R</Target>
<Rule>¥|EHAI</Rule>

</Policy>

B3 FYomK

<?7xml version="1.0" encoding="UTF-8"?>

<PolicySet
PolicySetId=":R U I¥ > hafBIF"
PolicyCombiningAlgID="7 7 & XA A& DHIEFHE">
<Description>R Y >t v hDOFEHA</Description>
<Target>HR Y oty M EBEAT 5 ER<Y Target>
<Policy>® U 2</Policy>
<PolicyldReference>BE7FH U 0 ID
</PolicyldReference>

</PolicySet>

a4 KXYty oK

5. £OF L LT, deny-overrides, permit-
overrides, ordered-permit-overrides, ordered-deny-
overrides, first-applicable 233 %.
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5. KUy MBI B Y voRBHEL LT,
<PolicySet># ' F MD<Policy># X UPolicySet>

<7xml version="1.0" encoding="UTF-8"?>

<Response>
<Result>

<Decisiond>IB AR EFEE</Decision>
</Result>

</Response>
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