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Abstract This paper describes an embedded implementation of IEEE802.11i cipher algorithms for IEEE802.11a/g
wireless communication systems. The proposed architecture consists mainly of the RC4 unit for WEP /TKIP and
the AES unit for AES-CCM. The RC4 unit successfully adopts packed memory accessing architecture. As for the
AES unit, overlapped pipeline scheme of CBC-MAC and Counter-Mode is exploited. The proposed cipher core has
been implemented by using 0.18 urn CMOS technology, which contains 18Kgates with dissipation of 15mW. This
core also achieves the maximum transmission rate of IEEE802.11a/g, when operated at 60MHz clock rate.
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begin
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270y T VLSIb%iTo7-E 25, ¥ — FAH 17,832, &
KEERE B LA 72MHz, A€V H A4 XH52048 ¥ v bk o
7o RIERERETT. FLBEEBKOH 5, AES-CCM &
BE DT — #1349 9,800 TH Y, BEFED AES-CCM MLE [
B [10] L B L CHIBEHE L 61% BIRL TV 5.

MAC 7V —LDF—=%&% 10 X1 k5 2300 /51 + F
TELSELHEIL, RUEEK % AV T IEEES02.11a/g ®
BREZEELERTAOILELREESEZRE 11 IR, K
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TL—LF—2K(UT M)

H 11 #RERNEEK T IEEES02.11a/g DR AELRE ¥ ERT S0
LB BERE

MBEKIX, WALZBE7L—AF—FRIIHLTH 60MHz B
{EB§1- IEEES02.11a/g DBRARERMRETORES - HTUEH)
EETH5.

REARAOBBICY— PNV Iab—TarER%E
Ny 27 /77— FLbD%EHWVT, Synopsys DesignPower
Wk, BREARICBULHERENLREb o H11 &
Y, WEP, TKIP, AES-CCM 3\ T IEEE802.11a/g NEX
HEER ERT 57O L ELBERE KR, FhZFh 55MHz,
60MHz, 36MHz T 5 Z & %5, WEP, TKIP, AES-CCM T
DOEREHIZ, FLFN 17.5mW, 19.8 mW, 123 mW &% o
72 (£ 4).

ZIT, 27Uy ORI AERENERDIEZAS, £
NER 11.4mW, 12.5mW, 7.5mW & %z o7:. Zhid, TKIP,
AES-CCM HFRTHWA 128 ¥ v b, 96 ¥ v b B
BEBHTELODL IR EZELERLTVE1-DTHS L
Zzbh5b.

#Z T, Gated Clock ##¥A L, BIRENLBESHATHA
LEWVE Y 2—M~D7 0y 7DOHEEEELETLILT, HE
BHOHKER 7. ®509 5, WEP BifERF 21X, RC4 L
BB & O MIC/CRC 4 R#8Ic, TKIP BifERsd, #HBHR
RC4 LB X U° MIC/CRC £RKERIC, AES-CCM BifERFIC
13, Ny FETEB LU AES MBI FhER 7Oy J &t
BTarbnr L.

Gated Clock N4 - L 5 WEP, TKIP, AES-CCM LEE;
DEBBEHORBEF 41T EHAH. LD Gated Clock
% MA¥ 22k T, WEPTKIP, AES-CCM LERICZhEh
HBRBEHEH 28%, 27%, 20% HIRTEEL RES ohik

PELY, AMBERIIERL, EEBENLEERLT
Bh, OBHEE, HBREHOKEZHEMZ LIZ, IEEES02.11
MAC FBER [14] [15] L HISEMT BT, MAA L AT A
TORBHTEEL %2 5.

X4 BERBOBROHRESN (BREE 1.6V)

WEP TKIP AES-CCM
(55MHz 81€) | (60MHz BfF) | (36MHz &h{E)
Gated Clock % L 17.5mW 19.8 mW 12.3 mW
Gated Clock &9 12.7mW 14.5 mW 9.9 mW

5. #& B

AWTIt, MiAH T AT AT IEEES02.11i B %5 - 5L
BRBOT X7 7 F v 2 REL, T0EEETo. Lkw
R T IEEE802.11a/g NERMAEL W/ -3 729, RC4 AL
BETE, 2BOB8 Ky FF—FERELAE) T 7 LA
ITET, Yxv 7 )y TRBOMFERETo. S5IT AES
WMEETlX, CBC-MAC AES & Counter-Mode AES D E#
NAT74 RBERAL:. RETZAEEBIE, 7 M
A5%5 18,000, HREHNHH 15mW &7 ), IEEE802.11 MAC
MBI E LM T B LICL Y, MARY AT LATOFIAN
WL &k ofz. ¥7z, 60MHz Bh{ER}IC IEEES02.11a/g HAEND
BREXEETORS - HoRBEERLL.
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