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Design of Fast Montgomery Modular Multipliers using Parallel Addition
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Abstract : The Montgomery Multiplication (MM) algorithm is the most efficient algorithm for implementing
modular multiplication. The MM algorithm for n-bit operands needs to perform n iterations and it performs
a series of two additions and one shift operation at each iteration. In this paper, we propose a new algorithm
that performs these two additions in parallel at each iteration. A MM multiplier based on our algorithm can
reduce the computation time of each iteration as compared with the MM multiplier. Furthermore, we apply our
algorithm to the Word-based MM (WMM) multiplier that is the most popular MM multiplier. According to
our analysis, a WMM multiplier based on our algorithm can achieve approximately 63% speedup as compared
with the WMM multiplier.
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Algorithm MM (X, Y, M)

S =0;
1: for i=0 to n-1
2: if ((S + x,Y) is odd ) then
3: S =(S+xY+M / 2;
4: else
5: S = (S + xY) / 2;
6: end if
7: end for
8: 4if (S >= M) then
9: S =85 -M
10: end if

11: return S;
end.
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© Modulus Q : Add M or Nothing
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(b) WMM multiplier

X2 MM®BESE & WMM REROLEOFN

Algorithm PAMM(X, Y, M)
PP = 0; MA = 0; c = 0;

-

for i=0 to n

2: C. =¢C;

3 //Partial Product Addition (PP) Part
4 if (i < n) then

5: PP, = PP + x,Y + C;

6: if (PP, is odd) then

7: c=1;

8: else

9: Cc = 0;

10: end if

11: PP = (PP, / 2];

12: end if

13: //Modulus Accumulation (MA) part
14: if (i > 0) then

15: if ((C, = 1 and MA is even) or
16: (C, = 0 and MA is odd)) then
17: MA, = MA + M;

18: else

19: MA, = MA;

20: end if

21: MA = [MA_ / 2];

22: end if

23: end for

24: S = PP + MA + C;

25: if (S >= M) then
26: S =8 -M;
27: end if

28: return S;
end.
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Truncation error
PP | MA | MA, || C PP MA | Total
even | even | even || O 0 0 0
even | odd | even || O 0 0 0
odd | even | odd 11-05]-0.5 -1
odd | odd | odd 11-05]-0.5 -1
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n - bit M m+1-bit Carry Save Adder Q S|gnal bit Carry Save Adder
Carry Save Adder (PP part) Generator (MA part)
] I |SB (i)l l l (I!l)
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(a) MM(WMM) multiplier

(b) PAMM(WPAMM) multiplier

X 6 Processing Element MD#%5X

X=1011(11), Y=1010(10), M=1101(13)
PP Part MA Part
Bit Position pP;i"1> MA<i> [Bit Position
i 3210.c | LSB LSB 3210
0 0000.0 ps | I,(Ma) 0000
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WPAMM REHIZ, WMM REBICHAEHK
63%DBIERFE ZHIBTE TV D, EHR3IND,
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BIRSEEOEMA RN D L DD, WPAMM %
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bhd. kB, AXFUFOEy FRIZHESTE
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3128\ T, PAMM REZE L WPAMM ®&H
BT, ETTH5/40FL—varobRENREXD
Z RN L LFHEREN OB L1,
FNTRORERIIRAZ L—1 a3 OB
PEMGTIIENTED D, R LTE2HED
MBI ZEHRTHIENTES. Uz En
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6 FL&oH

AREFLE, MM 7A3Y AAZHITEH 200
MBEZEFNZEITT S PAMM 7T Y X L%t
£L7. ¥/, PAMM 7A 3 Xax@HA L
EER WMM REZBOHRER L.

S%OBELE LT, FIEEREICR T 2 EBER
MOEMmRENBETONS.

K2 & MM REROIBIERFRE
PE Ot v Mg (bit)
16 | 32 128 512 | 1024
MM 1.00 | 1.34 [ 4.37 [ 15.34 | 29.25
WMM | 152 | 2.15 | 7.54 | 27.20 | 52.23
PAMM | 0.70 | 0.94 | 3.08 | 10.80 | 20.69
WPAMM | 0.56 | 0.79 | 2.80 | 10.07 | 19.33

#£3 & MM REROEBHK
PE OE v & (bit)

16 | 32| 128 | 512 | 1024
MM 1.00 | 2.00 | 8.00 | 32.00 | 64.00

WMM | 1.01 | 2.01 | 8.01 | 32.01 | 64.01

PAMM | 1.22 | 235 | 9.11 | 36.16 | 72.24

WPAMM | 1.05 | 2.05 | 8.05 | 32.05 | 64.05
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