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Abstract In recent years, Buffer overflow Attacks are increasing. Buffer overflow is caused by inputting larger data than
date space which prepared for various numbers. The most danger buffer overflow is stack overflow. When Stack Overflow
occurs, return address is re-written and malicious code becomes executable. This paper proposes defense technique against
buffer overflow by segmenting stack frame. We implement this technique Simplescalar tool set ver3.0d and evaluate with
SPEC CINT9S5. Evaluation result shows that this technique causes 2.3% performance degradation.
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a(s1);

}

g(char *s1){
int a;
char buf[100];

strcpy(buf,s1);

}
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