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Abstract Recent dynamically reconfigurable processors, which have flexibility in changing their hardware structure and ca-
pability of parallel processing, are expected to reduce the hardware cost and turn around time. However, in order to implement
larger and more applications than the capability of on-chip configuration size, the Virtual Hardware mechanism, which swap
in/out the configuration data from/to external memory is required. In this paper, we implemented the multi-cryptographic en-
gine which can switch multiple cryptographies dynamically by the virtual hardware on the NEC’s Dynamically Reconfigurable
Processor (DRP) and evaluated its performance.
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DES (Enc + Key) 331104 51.7
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AES (Enc + Key) 201184 314
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MD5 113760 17.8
SHA-1 134560 21.0
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F&IPsec BIEERTOILSRBE, FEICA 74 Fal—a
CHRETBIED, IOLIBI T4 Fal—alDA—
NNy RhREE RS,

SEEELAESLEOEFNFNOI 74 Fal— a2
TF—F DY A X %% 2 D Config.Size IZRYT. KZEWHDTIE
40KB BE DT —4% % DRP-1 X B4 EHH 5. DRP-1 13,
FALTWAWI Y FFAMIMLUTETFHICOY 74 ¥
L—a  BRERTETHIENTRETDHS. LENST, 5
REBORTPICROETFTILERIL T4 FalL—a DB
EENY I T I RTIEIZENTENEL, BiT2HT2 2
EBLT TV —2a Oy BIXNTHETHS.

ZZT,DRP-1 D327 4 Fal—3 3% 64bit, 100MHz ®
NRETITOCENTERERETS. ZOEEDIT 4
Falb—a KETIHEORMD %% 2 O Config.Time 17
Y. BRESLEICH U T, £ITRIAT Config. Time LA ETH N
A 74 Fa -y a U BHZEERT 2 ENAEETH 3.
LaL,ar74Fab—a OBER7 7 r—ra o
TR 2 LEZHE IS, REEZ =)L Lisidhidiz 5.
ZOBRIZIE, a2 T4 Fal—vaFyyiazFy THICE
W, arr74F¥alb—a F—YEEHTBHIETaS
T4Falb—2a ON RIEZ2A LS HENLEERS.

ZIZT,DESEAESDI T4 Fal—>a NEgEL TR
TB—2A%EX3. TDLE, DES DEFTHEMINIZ AES D
A2T74Falb—2alBRTThE, A b= VT3 0EIRR
<73%.% 1 O DES OfEL % 2 D AES @ Config.Time A 5,
AES D274 Falb—a  eERIBET 3 DITHER,
DES DILE T — 45 BI3# 408 N1 N Th 3. FkkIZ, BRESUN
BIIMULT, A 74 F¥ab—a  BEEERIEKT S0
KHBERZUBT—5 O X2HEITSE, KK 100 15
1500 N1 MREDOT— & 2UE T, RICETTIRSUE
DAYT4Falb—ra BRBBTEILENTES. ZORKR
K0, IPsec BIEZTOICHz> TEAMNLZBMTI 74 Fa
L—2a &5 ENARETH R EELIONS.

6. BAEMR

FPGA DRIBBLITPEIR W, BR & TR 225 T FPGA 2 AW
BT EITE ST, B, RERMEOE THRNESUET 71
SV—FBHEEEINTNS.

University of Southern California’s Information Sciences Insti-
tute (USC-ISI) ® SLAAC YOz T3, Xilinx ££® Virtex
XCV1000 % 3 D L 7= SLAAC-1V ;R— K T, Triple-DES ®

AES O #{LEEE L TW3 [8]. AES T2 571Mbit/sec, Triple-
DES Tid, 116 Mbit/sec D Z)V— 7w b & ERL TW3.

Dandails & [9] id, FPGA Z2X—ZIZ L7/ IPsec 775 L —
% T % Adaptive Cryptographic Engine (ACE) 2128 L T3,
ACE i, FPGA EIZ 5 DO X BB S 7 TU XL E2EEL,
ETRICHNICEBR TSI L THESUEZY DB R 2. &5
FLEEIX Xilinx #£D Virtex LIZEEL, V7 bz 7D bK
420 fEDHRERERL TNS,

INS5DYAT LI, FPGA 2FIHT 5 2 & THEEE Z#
DEE TEBN TS, HHD FPGA ZB# L 7= 0, PCl NA
HTHARPCIERTHIEZFMREELTVNAI ENS, A
RABBEBNDOEAIZELNENZ B,

7. & B

ARTIH,NECILZ bOZ /7 AHOBNEERAIEE SO
YU DRP-1 EHWEEEEBUET D Vo OEEERTo 2.
BROMEUEE DRP-1 T7 75— kL, 2hH5OREEL
Bed T RTHRICHIDEZI DI EI2XD, Dlrnn—
RO 7BRETREN—RI 27 2EHT 3.

FERER L D, B FLEE DRP-1 @ 1 Tile 1 5 2 Tile B
DNGED Y ) — X TEBEEET, DSP ® MIPS & L& L TH
W2 —Ty N EERL. £/, MIPS & DRP-1 & DS
ZIEE L FHMETIE, BEEERLBIZBWTY I Y270
BTEITLEREEUBELT, V7 by 7 DUEEK 90% %
HIBL, # 1.6 )5 3.5 fED¥ERER L& &R L7

LALas, REN—RYZ7OERICBLT, B1Mica >
TAF2L—2a BT EITEBF Ny RRIKENE
WORERHY, 32T 4 Fab—2alOEHELFEORN
NEERBETHDENZ 5.
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