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Abstract Countermeasures against Side Channel Attack are necessary to achieve cryptographic circuit that has tamper
resistance. Many countermeasures, especially against DPA (Differential Power Analysis), are proposed because DPA is the
most effective attack to estimate cipher key. RSL (Random Switching Logic) method that makes transition probability at each
gate 1/2 using random value is proposed as a countermeasure at primitive gate level. The method is effective against DPA, but
requires enable signal that controls drive timing at each gate to achieve hazard-free circuits. Therefore, the circuit becomes
complex. In this paper, we propose domino-RSL circuit that achieves operation similar to RSL with the domino logic. The
circuit doesn’t require enable signal because domino logic is hazard-free. We evaluated our method about security against DPA
and area of circuit using multiplier in Galois field.
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