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Nobuhiko Tada? Suguru Yamaguchi Heiichi Yamamoto

Nara Institute of Science and Technology, Japan

It is popular to install firewall system at the gateway to the Internet. Currently available firewall systems
like WRAPPER or XINETD provide access control functions which are “all or nothing” basis. Ideally,
firewall system can accept or deny requests based on who requests the service or where the request
was generated. Furthermore, it is preferable that the system can put some kinds of restrictions (e.g.,
bandwidth, service available period) on access requests. We propose a new firewall system which is
called “Service Switching.” Service Switching can control accesses more flexibly for the Internet service
providing than other firewall systems. This paper describes the model of the Service Switching and its

design and implementation.
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