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A Programmable Packet Analyzer Package
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Abstract

This paper proposes a programmable packet analyzer package that generates the realtime
packet analyzers based on the rule-based analysis procedures. As recent growth of the In-
ternet enables people to use it for the wide range of activities such as business educa
tion and research/development, it is required to maintain/monitor the networks and the nodes
(hosts/serverg/routers) as well as to protect over-eager accesses, attackers, intruders and various
computer virus. Responding to these requirements, a number of tools such as network and host
monitors, network profilers and intruder detection systems have been proposed and used. These
systems usually share a packet-based analysis component whose actions are induced by captured
packets. The proposed package providesthe rule-like descriptions of packet-based analysis proce-
dures and generates the desired network analyzers/monitors from the corresponding set of rules.

1 0000 age— PPAPOO 000000000000 OOO
0ooooooooooboooouooooooo
0000000000 Otepdmp[13]0000000
00000000 Intruder Detection SystemO 1DS[
0000 snortf{1)0, 0000000000000

ooooooooooooooooooood
goooooooooboooooooooooo
O 00 0O OO Programmable Packet Analyzer Pack-

U570


研究会Temp
シ ス テ ム ソ フ ト ウ ェ ア とオペレーティング・システム

研究会Temp 
90－８

研究会Temp 
（２００２． ６． ２７）

研究会Temp 
－57－


0000000 LODEYS15, 16], ENCORE[3, 14],
ExpertSniffer[2, 1], netsaint[10] 00 00000 OO
000000000 0oo0o0ooDogd network pro-
filer/grapher netsaint, ping/arping, mrtg[9], aguri[5]
iU UUUUgda
il UdUuUuUugbgdg
oo bbod
ddddddddduouobuououobuogboga
oo bbbbuouogd
iU UUUUgda
goooooon

oo UuUuUuga
00000oO0oDoooDOodtrandate+ compiled O
godbobooonoboobobobbboooooo
iU UUUga
gdddddoouobuogobobooobobobogod
gdboooboboobobooboboboouooooon
godboooboobobobobobooobouooogo
iU UUUga
gdbboobboobobooboooboooo
oo UuUuUuUubuguda
iU UUUga
ggo

2 0J0O0oOoOoono

21 0DO0OOO

O0OO00OOTCPIPEthenet0 00000000
gobooboobobooobooobooboooboogd
goirOboooooboboboobooboono
goboobooobooobobooood

() DooooO0U0OoDOooOoOoOooOoDood
goboooboboooboooboboobod
gooogoo

(2 ObooooU0U0UOoDOooOOoUoOUOoDoOoOd
gobobooboboonoboooboboobod
gobooboooooon

(3 ()OOOODOODOO (000000000
00000000000000000000
00000000000000000000
000000000000000000000

00000000000 LODES] Largeinternet ob-
servation and diagnogtic Expert System [15, 16] O

gdbgooboobuoouooobobboooon
0000000000000 NOBSO network ob-
server component 0 0000000 oooon
goobodbgbboboboooooouooooo
ddddddddduouououobbobboooboo
gddddddddoboooouououuuooo
gdbbooobooobbooobbooobooon
00000000000 NOBSO ONITO network
tapprotocol 1000 000000000O0O0O0O
ddddddoodouououobobbooboboboobooboo
gdddddddddouuooduouougboo
gddddddodduouououobboboboboooboo
goooon
gobobdobboooouoouobobouooon
00000000000 0000000010-150
gdddddddddduouoobuoouoguoguo
gdddddddddduuoouuuouugoboo
bbb ooouououobuouooooo
dddddddddououoououogbooboo
gdddddddddduooououououuguogo
acking ack silly-window-syndrome 0 0 00 0O O
O00o0o0oooooo4ooooogooon
ggdodoboooobooobobbbuoouogugd
bbb obuoooobooooon
ddddooooobobobbboobbobooo
O00000ooooooo [eoooogooon
0000000000 0QeSOO0O0DOOo0OO
ooboooboboobooobogvolPOODDOOO
goobooboobboboobuoouoobooon
dddddddouoouououoboboboobbooobooo
0000000ooooo0oooooooooog
O0MOod0cdent0 000000000 0O0OO
gddddoouooboobobbobboboooboo
goooooobbbbbobboouooooon
00000000 PPAPODOLODESOODOOO
gdbdbodoboboouobobouoooboon
o0oooooooooooooooo@ooon
gddddddddddduououuugugguo
0000@oOoO000ooooooooooooo
00@UoUoooooooooooooooooo
goodooobobbbobobobooooon

000 libpcapD 000000 DDO libpeapO D000 OO
00000O0ONTOO0D00000000000000000
00000000000000000 switchinghub 0000
0000000 Ethenet 0000000000000000
000000000000000000000000000
0ooo

0 580


研究会Temp 
－58－


22 0DO00OODOODODOOODOO

gbooobooobooobooboobobooobooon
gboobbooboboobbobooboobogoo
gboboboooooooobobooboobobod
gobobooboboobobooobooboobood
goboobooobobobobooobobobod

goboobooopoooooooboboboon
O00000000O0O0OONATO firewal OO
goboooboboobobooooboobod
gobooobobooooobobooooonog
goboooboboooobooooboobod
gooogoo

gobooboooboooooobobboo b o
goobboooooooooooooga
goboooboboobooboooboboobodg
goboooboboobooboooboboobodg
gobooobobooobooooboobod
goboooboboobooboooboboobodg
gobooobobooobooooboobod
gobooobobooobooooboobod
gooboboooboobobbobooonog
goooooouooooooooooooo
gobooobobooobooooboobodgd
goboooboboobooboooboboobodg
gobooobobooobooooboobod
gobooobobooobooooboobod
gobooobobooobooooboobod
goboooboboobooboooboboobodg
goboooboboooboooboboobod
gooogoo

goboobooobooboooboooobobobon
gobooobobooooboooboboobod
gbooboobooooobooboboobod
gbooobobobooooobooboooong
gobooobobooooboooboboobod
gobooobobooooboooboboobod
gobooobobooooboooboboobod
gboboooboooboboboobobooboog
goboboooooboooobbooooo
gobooobobooooboooboboobod
goboooboboooboooboobod
gobooobbooboobooboboobobdg
gobooobobooboobooboboobod

gobobobobooobooooboobod
O0000oDOooOdOo[12uooooooo
goboboboboooboooboboobod
goboboobobooooboooboboobod
goo

0do0oodobOOoDooOoooomoOono 200
gododdoooooouooooobbobooo
goooooobooooouoooooooo
0oooooobooooooooooooo
goooooobooooooooooooo
goooooodoooooobooooood
O0oo[7]bo0ooooooooooog
00 pinghraceroute 0 0 0 000000000
godddoooooooooooobboobooo
godddoooomoooooooood
0oooooobooooouoooooooo
gooooooboooooooooooo
on/off 10000000000 OOODOOONO
O0oooooooooooooooodd

gobooobobooboboooboboobobobon
gobobooboboooboooboboobod
gboobooooooooobbbooboobd
gboboobooboooooooboboboooo
gobobooboooobooboboobod
gboobooooboboboboboaoo
gobobobobooobooooboobod
gobobobobooobooooboobod
gobooobooobbobob

gboobbooboobbobobobobooooon
gobobooopooobooobbboooon
gobooobobobooooood

23 0DO00OO0OODOODODOObOO

0lgooooobobooboooboog
gbobobobooboobooooooobobon
goboboobbooobooooboooon
goboboobboooboobobboooon
goboboobboooboooobobbooon
gboobooboboobobobobobbobob
cC++00000000D00D00ODOODOOOO0DOOd
goboboobbooobooboobbooon
O000ooooooooooooboe++ooo
goboboobbooobooooboboooon

0590


研究会Temp 
－59－


HEAED2—L =L
AN ENAG TS (RRATRTOY S L
R-TORLEA TERAT) AVPA—LGE D)
(T |
\4 |

f@ffr-avka—IL o
A0S L(CH) selelctlon
I

\J

Compile/Link

|87 MR TR TS 4]

O 1.PPAPOODODO

goboboobbooobobooobobobooon
gobobooboooobooooboooodgd
goboboobobooboboooboobooobood
gobobooboboonobooobobooood
gobobooboboonoooooboobooobood
gogboooogn

3 Jooooooon

31 ODO00OOoOOoDbOobooogoo

00000000 21)((@R 000000000
00000O0OPPAPOOOOOOONOO0O0OOO
0000000000000000000000
0000000000000000000000
0000000000000000000000
000000000000000O0@O000000
0000000000000000000000
0000000000000 000 0 Ofast Ethernet
0100MbpsD0 0000000000000 0000

000000000000000000000
0000000000000000000000
00000000000000000000000
00000000000000000000000
000000000000000000(@0O00
00000000000((MO000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000
0000000000000000000000

Ethernet

Computer(s) Application
T (servers, routers, etc)
I 5 PPAP
PPAP 3
(1
3 —
Computer(s) % Application
HPPaAP (servers, routers, etc) @)
) :
router/switch
packet
handling >
—>
PPAP| - -
control (5)

0O 22PPAPOCOOO

goboooboboobooon

32 D00O0O0OO0ODOOO0OO

00000000000 premise0 000000
000000000 actiond 00000000
goboboobbooobooooboboooon
OO00O0OO0Ocontrol DOOOOOOODOODOOO
goboboobbooobooboobbooon
o0O00ODOO300bD0b00oDOoboOoboobooon
gboobopoooobobooooboboobob
gobooobooboooobobobbooo

defruleset <ruleset_name> (arg1, ... ) {
<HELEHOEE; > /I IL—Ity b 2ROEELEH
control { JL—/Lt v F2ADOEBEHIEEFR )
// Declare rules and exception handlers in this ruleset.
defrule <rule_name_1> (arg1, ---);
defrule <rule_name_2> (arg1, --*);

defrule <rule_name_1> (arg1, ...) : <ruleset_name> {
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premise { B& &}
action { 27707 S 4}
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/I <name>Iaccess method& LT, EAYHE T 4 —JL FAD
7o RIZEHNS.

protocol_discrimination <name> { $I|3| = ES%k }

/lexample (DNS protocol header)
protocol_header_structure DNS {
16: identifiction, id, ident;
16: parameter, param;
16: Number-of-Query, NoQ;

protocol_descrimation DNS {TCP(port) == 53}
protocol_descrimation DNS {UDP(port) == 53}

/| access method examples
DNS(identification) and DNS(id) refer to the identification field.
DNS(NoQ) refers to the number-of-queries field.
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defruleset dns_watcher () {
int dns_state = 0; /3t B L
control { // H@BHIEIFRDEETE
toprules= dns_watcher();
2@ IL— )Lty Eudplip/* D87y 2B %)
protocol_sequence= (*ip udp ); }
HIV—=IIEEDEE
defrule dns_watcher ();
defrule dns_resp(u_int32 ipdst,u_int16 dnsid,u_int16 dport);
defexhander when_timeout;
}
defrule dns_watcher () : dns_watcher {
I dns queryh’Ho1=,
premise { ETHER(type)==IP && IP(dest)=="A.B.C.D"
&& UDP(dport) == DNS && DNS(NoQ) !=0 }
action {/ dns_respZactivelZ, B 2 [&sleep,
ACTIVATE_RULE(dns_resp(IP(src),DNS(id),UDP(sport)));
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}
#define RESPOND 0
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control {
priority += 1; // priority% £ [+2 (WEALY),
duration = 5 exhandler when_timeout; } // 5¥ & %h.,
premise { IP(src)=="A.B.C.D" && IP(dest)==ipdst
&& UDP(sport)==domain && UDP(dport)==dport
&& DNS(id)==dnsid }
action {
dns_state = RESPOND; // &IChLISEDBHoT=,
INACTIVATE(this_rule); } //inactive this rule
}
defexhander when_timeout : dns_watcher {
IMEE SRR EE
if (++dns_state > 2) {
........ I SCIZEEEHTERERA
dns_state = -100;
IZDREDFENTEHLIESE ST H I
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