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A Proposal of System Software

in Secure Storage Access using iSCSI

Kikuko Kamisaka' Saneyasu Yamaguchit Masato Oguchif

iSCSI protocol, used in building IP-based storage network, is becoming more important
because it realizes consolidation of storage at low cost. Since one of a key issues in iSCSI is a
security measure to access remote storage via IP networks, it can employ IPsec, which offers
strong encryption. However, IPsec encryption increases processing load on the server’s CPU
and degrades its performance.

In this paper, for realizing secure storage access efficiently on iSCSI networks, we propose
the idea of encryption scheme in the higher-level layer instead of IPsec encyrption scheme.
We measure the performance on simple socket communication and on iSCSI communication
using the proposed model, and compare our proposed scheme with IPsec. Consequently,
our proposed method of encryption in the higher-level layer outperforms that of encryption
using IPsec. Moreover, The behavior of TCP layer is analyzed by visualizing TCP packet
transfer.
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