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An Aspect-oriented Kernel-level Logger
for Finding Communication Bottlenecks

Y OSHISATO YANAGISAWA,t KENICHI KOURAI* and SHIGERU CHIBA'

This paper presents our aspect-oriented system for logging the time of events happening in
an OS kernel. It enables to perform logging a large number of kernel events without modi-
fying the source code by hand. However, previous implementation techniques have required
recompiling the kernel and rebooting the system whenever the logged events are changed.
‘We propose a new implementation technique for dynamically weaving an aspect into the OS
kernel. In this technique, a software interrupt is issued when the program execution reaches
the join points where an aspect should be executed. Our system substitutes a machine in-
struction for software interrupt for an original instruction if the join point is a function call.
It uses a page-fault interrupt if the join point is memory access. Our technique can be easily
implemented since it does not need complicated analysis of basic blocks and data structures.
Although this technique might seem to involve heavy execution overheads, our preliminary ex-
periments showed that the overheads do not significantly decrease the throughput if less than
300 software interrupts are inserted through the execution path for network communication.
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