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Using attack information in Network-1DS to build secure servers

Makoto Shimamura Kenji Kono

Department of Computer Science, University of Electro-Communications,
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Abstract

Network intrusion detection systems (NIDS) have been widely used for
detecting malicious attacks from the Internet. Current NIDS only alerts
even if it detects a malicious message because most of the alerts are false-
positive. If NIDS drops the false-positive messages, the legal access to
the service is rejected; i.e., denial-of-service. In this paper, we propose a
technique that enables us to defend an attack without causing denial-of-
service. In the proposed method, NIDS cooperates with a sandbox system
running on the server side. When NIDS detects an attack message, it
sends the sandbox system how to prevent the attack from succeeding. The
experimental results demonstrate that the proposed system can defend

attacks and the overhead incurred by the cooperation is reasonable.
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