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Proposal for File Transfer Control System
with Limited Commnunications
“and Encrypting by Public Key Cryptography

Shoichi SAITO ‘
Faculty of Systems Engineering, Wakayama University
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A lot of information leak accident has been réported. In this proposal, a new method to prevent an
information leak accident is described. The accident is caused by that third parties come to be able to
read a file including sensitive information by worms and human errors. This proposal method is composed
of ‘the follewing two steps. “As the first step, the kernel limits execution of system calls related to a file
access. 'As. a result, the file transfer is controlled by the proposal system. As the second step, the file .
creator specifies the public key for encrypting the file. If a file receiver transfers the received file to third:
parties, the proposal system encrypts it using the public key. The third person can’t come to read it. In
this paper, details of the praposal method and the outline of the prototype system which is constructed .
on the Linux kemel are described.
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C BV AFLCBWT 7 7 A VREIC BRI REE

Rz TYHN TCL THB. TCLOFRLARICE >
THEEADBRBEEINDG. &5 T, 77X NVERBOR

UV ERGREEMTDIIRVE 31, TCLZR

BT g 56i0. TCLE, —XAPHSICREE
ENTVARBICBNTERY FY— 7 TBHHBIC
BOTE, 77 VO—RICIBDATNTHSLE
ns. cokH, BEAFEHEMELR->TVIE
BEANERIIIARETHS. EL, TCLZEDA
BRREBRFLIS WIS KIXT BB 8N
3. ¥z, TOb&ATEETIR, inode DIIBRYE
BRI REEN TSR TCL 2, fOTIeA&
HRET 2HENHD. OS HBEEERERAL TVWS
7=, OSHRD getfattr AT KR EICEHS>TER
ICHEDARETHS. Lo T, TCLAIRRCIIBS
OHBEZOD LTS R EOWENBETHS.
135, TCLOKHER, 771 MERELSHITE
K. chid, 1)TCL OFEICIE T 7 A IV EREM
i (4 EBW) ICK > THEEMTDNIS. 2)TCLICI
TP A NVEREDBENDETHS. TERICIRE
BaMBETHBH, —RIEREORERIAF
TERVEHBREBET AT LIZERTHS. UL
Hic k> T TCL OFH#RET 3.

8 PIEYATL |

AV ZF Lk, faDtF27 0S, % SELinux &
ORFICI D FORSEEFETS. AVATLIL,
77 A NOBYHERET HOHT, TOLRCLE
BEROEHEZE X ZB/NMHIRER EERBT S
LOTEEY. PIRE, Y-L7OEANEALD
DFETT 7 A MEREOWEZAF LT, TCL%E
BIRES B2 A7 La— )V ERITUIBEIRKE, Th
REFFHCLIETERV. 5T, SELinuxx¥
ERVT, BHICY— 8T R EAORYINEHE
(TCL it By A7 L a—VRFORIE) ZRET
ZRERDD. CTOLET, AVRATFLE, HLDT7

"[3) Loscocco, P. and Smalley, S.:

VBB OBTERET 5 RF LTSS, &oT,

AY X7 i, SELinux %z ¥ L3380 TId i

K BRELHIBRCBHELVAS.

9 BbYI
BEHRESAR T 7 4 VERE LSS bR
W BIDDYRF LICOWT, NHEES L Sok
ADHEC EBHRITDOTEN, EBIC, Linux
KBBLTVETR R EATYRAFLICDVTENR
fe. XYRF LR, 77 A NVBHOTDHOERY—
SEEATTIC, PKIICk3REkIcL > TBIO
HEEGFoTWA. chickd, BRYRATLEH
ATEEVRNERPEATLBRIC T 7 VOB
BHRETS LA TES.
 AYRAFLOBRSEE, AV k3 T Ak
ZDAMATHENRARTH S, XoT, &%, 2
VR4 SORROBMETIHETSS. ¥z, 7
O k&L TYRTFLEEEL, 77 AIVOBE{LE
DURGRNOHEET S HETHS.

Wi AVATLERETRICHiD, RELEHE

RETRELE U-RBEBREER (M%), LR

EARERBHBUR (SR ICBWBLET. Xk, &F
 BRO—ERZ, XERREENFR R RIS
R (B)(FEES 17700035) T X HBIRERII T

WET.
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