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Design and Implementation of Shadow Paging on Gandalf VMM

MEGUMI ITOt and SHUICHI OIKAWA'®

Recently, the use of multi-core processors is increasing. Many multi-core processors are
employed by embedded systems. By using VMMs in embedded systems with multi-core pro-
cessors, we can effectively utilize the resources, improve safety and reliability. We designed
and implemented a multi-core processor-oriented lightweight VMM, Gandalf. This paper fo-
cuses on shadow paging, which enables memory protection among guest OSes. A VMM can
monitor the use of memory by guest OSes through shadow paging. We designed and imple-
mented the two models of shadow paging. We compare and discuss the costs between these

models by the results from benchmark experiments.
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