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Quick Recovery of Failed Drivers on Multi-server Operating Systems

Ryota OZAKI,t SoicHirRO HIDAKA, Kazuya KODAMA
and KaTsumit MARUYAMA +

Drivers are failure-prone in OS components and OSs have to be failure resilient to them.
Current dependable OSs isolate drivers and recover failed them without OS reboot. The OSs
isolate drivers using MMU or type-safe language, and can detect drivers’ protection violation
at once. However, silent failures caused by infinite loops or dead locks are to be detected
using periodical monitoring. Although quicker detection of the failures are realized shorter
periodical monitoring, monitoring must be lightweight to keep cost low. We have proposed a
lightweight monitoring method based on the characteristic that drivers in normal condition
repeat a cyclic routine and complete their job within a constant short period. In our method,
drivers which cannot complete their job within the period of the time quantum are considered
as abnormal. We have implemented the method on MINIX 3.
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Fig. 10 Recovery delay of a failed driver.
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