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Fault Recovery Mechanism for Device Drivers

SuouTa INOUE! and YosHIHIRO Ovamalfl

Today we can use many devices on computers and a number of device drivers are available.
Unfortunately, some device drivers contain errors, and consequently device drivers are the
primary cause of operating system faults. In this work, we propose a mechanism for detect-
ing and recovering from faults of device drivers due to deadlocks and execution of infinite
loops. We designed and implemented the mechanism on Linux. The mechanism uses a timer
to detect deadlocks and execution of infiniteloops. It forces a misbehaving device drivers to
jump to the operation for fault recovery by rewriting a return address in the execution stack.
The mechanism is implemented as a Loadable Kernel Module(LKM) and thus can be used
without modification to device drivers or the operating system kernel. Experimental results
showed that the operating system kernel could recover its control from faulty device drivers,
and that the overhead imposed on device accesses was significantly small.
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struct file_operations mydevice_fops = {
.owner = THIS_MODULE,
.1llseek = mydevice_llseek,

.read = mydevice_read,
.write = mydevice_write,
.ioctl ‘= mydevice_ioctl,
.open = mydevice_open,
.release = mydevice_release,

.aio_read = NULL,
.aio_write = NULL,
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Fig.1 Function table of a device driver.
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DT 7 AMIEZIAL L, REEEN I — V2R
T, ZOT AL RTHIGET BT AL ZART A 13D
HRAE LY. —F, watching I%, ETEERTS
NENERETD-ODRB T 7 AL THD. EITE
REEIZIE, T/NAARTANE =N EDMICT v
7 BEMBEASN, BEROLENEL DL, Ty
BNBREIND. 7y 7 EMEZBMITIHEALREZY
BRETDHILICLY, BERAREC Lo BITIILL
Z—s3y R0 6 Iz E e,

4.3 I7voEHK

7y BEEOERBENIUTDO3IS>THY, M50
RIS A2 2 TN D,

(1) THAALRARTAANEIFOHIERTC, EITER

DI=ODH—FNE A~ EEFKTD.
(2) BEEPEPSTHETER LI —FNE A~
ZHIBRY 5.

(3) BERBARIEERELRLZITS.

H—=RNVWTISAARTANRNDA & T = — AR
EIFOH Lz8E, £97 v ZEENEOHEEINS.
7w B TIEEY), BRAN—FLZ A< 2RE B
WEL, BEROAL 22— y) 5. ki, BEE
Ab—FNEA=RERL, T/ ZRT A N0
BIRODD. H—FNE A<= LiX, h—FANBHAELT
WOHET, 2 A ~E0IABEFIALT, $8E L2
e~y RIEEEFOHTLOTHS. ~N—Fr =
TEYAAREZFHALTOWDEIDT, T/L A RTA R

— Ty OB
LR I —
\  ERRSIYO
£ .\\.
~ )
v

IS5—FFDs&s| /
®T K

FRTRRST

B5 7v7EK%
Fig.5 Hook function.

IRV — T 1Zfa> T, o FTBEICLE 2% 2

LINTES.

ERAD— NI A< RER LD, FOREDE
TOLIPAZOEEEFELTHL. BEKE T, &
WHRAERHIT SA A RT A 30357 v 7 BRI
WV T EEDRIEND A FORD, 7y 7B
RS CTERFITIE, VIORZDENTSNAARTA
NOMLERFOEE T, 7 v 7 BB TOHE LG
FHZENTERVARESENRSHD. £ZTC, T/A R
FIANDOH LAV A Z DEZREFLTRE,
FEEREBEAC X > CREIC Yy o 7SR b5
AL, BELTRBWELDAXDERXEIRIES.

INHLORMERE LIZRIZ, TXDT AL ARTA
ROA VBT = — AR E O

FEOM L7273 A R T A SO BE0H OB E >
TEE, UTO2O0DRREMENREZ LS.

(1) FAALRARTA NOMBEREFICKT L, W
HLUIED7 v 7 BEEICE> T& -,

(2) HREHEORELEHENEE, TAAART
A NOMEABHRICKR T SN, 7y 7B
HIZRE->TX 7.

1 DBFAEE, BEAI—RLZ A= 2HBRL, T2
AAZARTANPLDRVER2ZDEE N —FIVITIEL
THRTT 5.

2 OEGEE, MO LENCRELTRW LY R
DEZERIVET, LENGRITOALREIZTS. £
LT, MEOEI ST NNAARTAN\EHFEHTER
WEIIZLEET, A=z T —%IRY. Bt
BOTNAARTAAPERTERNEIICAD L,
BREBEOT v 7 BEENT A AR T A OB E T
OHEFIZ, =R~ F—5R LT, BEXED
L7eT /3 A RT A NTIE, TS AL & 220 &
2B,

4.4 ETERD

THNA A RTANOETEERT DTN THD. 1—



while(1){
printk(.....);
memcpy(.....);

}
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Fig.6 An infinite loop that calls kernel functions.
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device.
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-4 By BEEMmL A3
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10 3.69 3.70 0.0
20 6.72 6.72 0.0
30 9.28 9.71 -4.3
40 12.4 12.6 -1.27
50 15.4 15.4 0.05
60 17.9 14.5 23.0
70 21.0 20.6 2.09
80 23.4 23.4 0.00
90 25.8 26.0 -0.82
100 28.3 28.7 -1.47
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