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Live Migration of Virtual Machines by Exploiting
Layer-7 Protocol Context
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Virtual machine migration transfers a virtual machine (VM) on a physical host to another one by transfering
its memory and CPU state. VM migration is useful, for example, for keeping a server running during the
maintenance of the physical host. But VM migration cannot be operated without service downtime because
VM must be stopped during the migration. In this paper, we propose VM migration without clients being
aware of service downtime by cxploiting layer-7 protocol context. There are the two states in which clients do
not become aware of service downtime. One is the state in which a connection is established but a server and
clients do not exchange messages. The other is the state in which data is being transferred for a long time and
service downtime can be relatively negligible. To determine if a connection state is suitable for migration, we
exploit layer-7 protocol of exchanged messages. We implemented our prototype on Xen 3.1.0, and conducted
experiments that migrate VM on which a web server is running with the proposed and existing techniques. The
experimental results show that clients notice service downtime with the existing technique. In contrast, with
our technique, all responses are replied within the tolerable time and clients do not notice service downtime.
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