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BitVisor: Design and Implementation of
the Para-Pass-Through Virtual Machine Monitor
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Recently, virtual machine technology is used by a number of researches to provide secu-
rity services. Unfortunately, existing virtual machine monitors have various functionalities,
such as hardware virtualization, protection and sharing of resources among guest operating
systems, resulting in the growing size of virtual machine monitors. This paper presents the
para-pass-through architecture, designed to minimize the code size of virtual machine mon-
itores that provide security services. By allowing pass-through access to most of hardware
devices from the guest operating system, a large part of virtualization and sharing function-
alities can be eliminted from virtual machine monotors, while successfully enforcing necesarry
security services by intercepting least necessary access by virtual machine monitors. The code
sizes of our implementation are approximately 20 thousand lines for the core of the virtual
machine monitor and 1.2 thousand lines for the driver of ATA devices.
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Fig.1 Para-passthrough Architecture
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# 1 BitVisor D I— FTH
Table 1 Lines of code in BitVisor

Hihe | ROR | TS | ik
ay 21,582 | 13,789 5,781 | 2,062
ATA F548 1,287 | 1,279 0 8

#2 TORRARTAE)D Imbench EITEM (us)
Table 2 Execution times of lmbench proc. & mem. (us)

KRR null fork | exec | prot | page ctx
Linux 0.21 93.4 96.6 0.36 0.98 1.10
BitVisor 0.21 2859 3049 2.73 34.6 42.2
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Table 3 Overhead of storage access (MB/s)

E N 4KB | 512KB | 10MB
Linux 19.9 122.5 87.2
a7 OH 13.2 110.5 86.9
AT+ ETAR 10.6 99.8 86.1
AT+ RSA40ES{E | 6.73 51.9 42.8
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