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Issue Analysis and Proposal of Implementation Method with Secret

Sharing of Agent System for Online Processes
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Abstract: In recent years, digitalization has progressed in administrative procedures in the public sector,
finance, etc., and online processing has been penetrating. On the other hand, these procedures have been
supported by “agents” when the person himself/herself is unable to carry out the procedure. It is necessary
to construct electronic application systems that support an agent. In this paper we extract the functional
requirements and issues of online processing in administrative procedures for the elderly and minors who
are expected to use agents in Japan. Then we propose implementation methods to solve them electronical-
ly. The proposed method carries out the procedure where the cryptographic secret sharing scheme is uti-
lized, to set up multiple agents and to obtain their agreement. In addition, by implementing and evaluat-
ing the proposed method, we clarified the relationship between the characteristics of situations where
agents are required and implementation methods. This shows the possibility of expanding the agent scenes
that can be digitized.
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Fig. 1 (i)Remote-conference type method.
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Fig. 3 (iv)Layered-monitoring type method.
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Fig. 4 Application example of demo operations and cases.
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Table 4 The characteristics of agent cases.
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against the characteristics of agent cases.
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Table 6 Computational environment.
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Table 7 Processing time to divide the private key.
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100 65 0.156 0.219 0.168
10 6 0.011 0.041 0.012
5 3 0.004 0.028 0.005
3 2 0.002 0.029 0.003
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Table 8 Processing time to restore the private key.
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