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Abstract: Since the elliptic curve came up in 1985 by Miller and Koblitz, elliptic curve cryptography has
become one of the most important cryptography algorithms in decades. The efficiency of its implementa-
tion attracted many researchers’ attention. Scalar multiplication is one of the heaviest computations in an
elliptic curve, some efficient techniques like the Gallant–Lambert– Vanstone method which adopts scalar
decompositions using efficient endomorphisms have been applied broadly in practice. In this paper, we
focus on the vulnerability analysis for the GLV method in GLS binary curve for corner cases, and provide
a thoroughly analysis for the implementation of the GLV method in GLS curves
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1. Introduction
The elliptic curve cryptosystem is one of the most im-

portant public key cryptosystems. Scalar Multiplication
in ECC is a random scalar k multiplied by a point is the
most time taken algorithm in ECC. In 2001 Gallant, Lam-
bert, and Vanstone (GLV[1]) design a new method that
uses efficiently-computable endomorphisms to replace dou-
ble operation in naive double-and-add method, which has
shown can accelerate point multiplication on certain or-
dinary elliptic curves defined over finite fields Fq. Han-
kerson et al.[2] implementing the GLS curves over binary
field, and its been believed that binary curves are more
vulnerable under attack than other curves [3].

And in [4] the author proposed λ-coordinates and asso-
ciate it with GLV and GLS curves to produce a fast scalar
multiplication algorithm. This algorithm has been shown
to be an efficient algorithm in the security level 254-bit
field. But there also have some issues related to security
and integrity. In this paper, we investigate the security of
the GLV method in binary GLS curves. Specifically, we
focus on two sides of the security, first is the corner case
which can cause the program to fail and the other is a
side-channel attack called g-GHS which is an attack on a
composed binary extension field. And we make a summary
of the security risk of the implementation from [4] when
using lambda coordinates.
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2. Prelimeries
2.1 General Elliptic Curve

An ordinary binary elliptic curve in Weierstrass form is
defined as:

E/Fq : y2 + xy = x3 + ax2 + b

With q = 2m and coefficients a, b ∈ Fq, b , 0 For any ex-
tension field Fqk , the points P = (x, y) ∈ Fqk×Fqk that satisfy
the equation from abelian group Ea,b

(
Fqk

)
together with a

point at infinity ∞ .

2.2 Binary Field
The extended binary field F2m is becoming attractive be-

cause of its ”carry-free” logic which is very easy to imple-
ment.

A binary extension field can be built by taking a poly-
nomial f (x) ∈ F2[x] which f (x) is irreducible over F2. This
field is isomorphic to the field F2[x]/ f (x). The quadratic
extension of F2[x]/ f (x) can be constructed by using a de-
gree two monic polynomial and this new extension field is
isomorphic to Fq2 . In this paper, we use f (x) = x127+ x63+1,
as our base field and g(u) = u2 +u+1 the monic polynomial
we used to get an extension field.

3. Lambda coordinates for GLS scalar multi-
plication

In [4], Oliberira et al. introduced the lambda projec-
tive system and the group law of lambda coordinates is
given. Lambda projective coordinates provide an alter-
native formula for computing the point doubling, which
replaces a general field multiplication with multiplication
by the curve b parameter. For this reason, the b param-
eter was chosen as b = x27 + 1. And the group Ea,b(F22∗127 )
contains a subgroup of order 255 bits. The multiplication
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in F22∗127 can be finished by shifts and xors operations. In
lambda coordinates, points is represented as (x,λ) where
λ = x+y/x. the λ-projective point P =(X,L,Z) corresponds
to the λ affine point (X/Z, L/Z) and z,0. The point at in-
finity is represented as ∞ = (1, 1, 0). The Elliptic equation
in lambda projective form is:

(L2 + LZ + aZ2)X2 = X4 + bZ4

4. Securuty Analysis under g-GHS Attack
4.1 Security analysis under Gaudry-Hess-Smart Weil de-

scent attack
The Weil descent attack, proposed by Frey and Gangl[5],

and its derivative by Hess[6], can break DLP on an alge-
braic curve over a composite field. For a curve defined over
composite field K, using the map of scalar restriction, an
algebraic curve C on a smaller field cover the curve A can
be built, and by doing that the DLP on A can be reduced
to DLP on C which is a smaller field that obviously easier
to attack.

Menezes and Qu[7] gave an analysis of the GHS attack
and showed that this attack is not applied to situations
when q = 2 and n is prime.

But in the real world, there is still some characteristic
two field like F2155 is under this attack. In this section, we
make a summary from [2] for the feasibility of the g-GHS
attack for GLS254.

For E/Fq where q is 2m and the quadratic twists of E, E
defined over F22m , we have isomorphic φ defined over Fq4 .
Here we have Frobenius automorphism τ : Fq2 → Fq2 de-
fined by x→ xq, for an polynomial f =

∑d
i=0 cixi, f ∈ F2[x],

and an element γ ∈ F22m , f (τ)(γ) =
∑

i=0 dciγ
qi . The Frobe-

nius map is basically transform of the basics of a field. Let
the order of be the least degree satisfying f (τ)(γ) = 0. This
order is obviously a divisor of xn − 1, and the order of =
order of 2.

Since for GLS254 curve E : Y2 + XY = X3 + aX2 + b and
#E(F22m ) = hr by definition in 2.1, the trace of a is always
1, we consider this a is fixed and denote curve by Eb.

In the field of the generally g-GHS case, when the field
has a composite extension degree, we can then transform
this DLP in Fq2 into a DLP in jacobian form hyperellip-
tic curve with higher-genus in which DLP problem can be
expected to be solved in 2m time.

And for the curve GLS254, even though the g-GHS at-
tack can’t be directly applied to it(faster than 2m), we still
need to pay attention to the isogenous of E where the at-
tack may be effective. In order to avoid a g-GHS attack
under this situation, first we need to choose a prime m,
and then the choice of elliptic curve parameter b must be
verified to not allow the attack(even though the possibility
is negligible).

5. Security analysis of corner cases
5.1 Protected scalar multiplication algorithm

In [4], the author gives the definition of the protected

scalar multiplication algorithm, which has shown a signif-
icant speedup compared with other scalar multiplication
algorithms at the same security level.

However, there are some security issues that need to be
discussed. First, the author hasn’t given complete proof
for the scalar multiplication algorithm. Secondly, the proof
for the group law formula of lambda-coordinates is incom-
plete, so it could potentially fail some corner cases. In
the implementation, k is not in the range [1, r − 1], but in
some cases, k = 0 is also a valid input for a secure constant
scalar multiplication algorithm. And there is another ex-
ceptional case for this algorithm. Specifically, exceptional
case happens in P+Q formulas of λ-coordinates. whenever
P = ±Q, P = ∞, or Q = ∞. Affine point (xP, λP) are repre-
sented as (XP, LP,ZP) in λ coordinates where Z , 0. When
the point needs to be converted back to affine coordinates,
the relation (xP, λP) = (XP/ZP, LP/ZP) is used. So the point
∞ does not have a λ−coordinates representation. So the
program might fail in this situation. The same situation
happens for the 2Q + P formula, this formula breaks down
when P = ±2Q or Q = ∞.

6. Conclusion
We analyzed the security concerns when the GLS254

curve is used for elliptic curve cryptography. Specifi-
cally, we first analyze the feasibility of a g-GHS attack
for GLS254 curves. And showed that for GLS254 curves,
the g-GHS attack can apply faster than 2m. Second, we an-
alyzed the corner case for the implementation of the GLS
curve in λ-coordinates. This implementation in [4] is not
secured for corner cases. This corner case happened be-
cause the λ-coordinates can’t represent the ∞ point. And
it can be solved with careful implementation.
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