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Evaluation of Public Key Cryptosystem Hardware of Processor
that has Program Protection Feature

TomoYA SAKALt TAKEKAZU TABATAt and TOSHIAKI KITAMURA

Recently, the secure processor has been researched actively. It protects the program from
reverse engineering by encrypting programs and decrypting it inside the processor. We pro-
pose the program protection system which has the mechanism of correspondence between the
program and the decryption key using virtual memory system. In the former evaluation, the
public key cryptosystem hardware was not included. Therefore, we designed RSA decryption
unit and evaluated the proposal program protection system including RSA decryption unit.
As a result, the amount of all area increased by about 29% compared with a processor without

the proposed protection system.
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Input: C,d,M
Output: P = C? mod M

...................................

STEP1: P=1;
STEP2: i = |log2d] + 1;
STEP3: P = P-PmodM; i=1i-1;
STEP4: if (d; = 1) P = P-CmodM;
STEPS: if i#0 return STEP3;

else output P;
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Input: A,B,M
Output: W = Mont(A, B, M)
= ABR YmodM

STEP1: Qo =0;
STEP2: for j=0 to n—1;{
Rj =Qj + Abj;
if (2|R;) Qj+1=R;/2;
else Q1 = (R + M)/2;}
STEP3: if (Qu_1>M) W = Qn-1— M;
else W = Qp-3;
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Input: A,B,M
Output: W = Mont(A, B, M)
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Qj+1=(Q; + P + M)/4}}
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else W = Qn/z—1;
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