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ArsuYzAOxAzAKI,↑MAsAKINAKANIsHI廿andSHmGERuYAMAsHITﾊﾅ↑

Thispaperpmposesaplocessor-in蝿mtedappmachtoverifythedatamtegrityofextemalmemory・
Presentprocessorsalw2vsIrustthedatamoHLchipmemorywithoutquestion・Howev“assmingdledata
mtegrityofextemalmemoIywmbeoneoftheimportantbasic0echnologiesinsecurecomputingenv1ron‐ 
mentsmthefUtme・Apmcessorwiththeproposedmechanismcanguaranteethemte厚ityagainstmemoIy
corlUptionevenwhenmnningmalicioussoftwaIe(e9.,computerviruses,corrUptedunrusOedOpemting 
Systems)orwhensubjecttophysicalattacks・
MaIWsoftwareveriiicationmethodshavebeenpmposed，Ｈowev“thosemethodshayelimitationsin 

speedandseculitymcompansonwithhardwale-integIatedapplDaches・AprocessoralchitechIBlhatuses
an`IncⅡ巳mentalMullisetHashFUnctiolf,ｈａｓａｌｓｏｂｅｅｎｐｒＯｐｏｓｅｄｂｙＧ・EShuetaLHoweveritdegrmes
thepmCessorspeedduetoitsheavyuseofhashOperations、
Ouramhitectureachieveshigh-SpeedveriiicationofmemoryintegrityusingahaIdwaleaccelemtorthat 

monitorsIhebehaviorofmemolyaccesses・ByuSingacomplicatedbutcomputationanylightweightscheme
tocountmemoryaccesses,thealchitectulescanuseRjjndaelsymmelrickeycryptography,whichisasuper‐ 
setofAESandhasfastimplementations,insteadofacomputationaUyexpensivehashfmction・Thatcon-
tributestohigh-speedoperationofmteglityverification､mespeedwasevaluatedbyusingSimpleScalaL 
ThemstmctionspercycleofouramhitecmlewereconsistenUybetterhaninplev1ousapploaches,ａｎｄ 
improvedby60％fbrhighcachemissrates． 

asecuIepmcessoraI℃hitectuletoassuletheintegrityof 
memolyevenunderuntrustedOperatingsystemsorPhys-
icalattackｓｄｉｌ巳cttowardlhehardwaIelncasesthatre‐

quireabsolutesecuritysuchase-conmelce,digitalcon‐ 
tentdistlibution,electromcvoting,ａｎｄｓｏｏｎ,aprocessor 
wiIhtheplOposedmechanismcanprovideahighlysecure 
computingenⅥmnment・

AsecureplocessoBAEGIS,ploposedbyS血etaLO~8）
alsohasamechanismtoassmetheintegIityofmemory・
Dataandaddlesstransactionsonanoff皀chipmemolybus
andtheirsequencesaremomtoredbylhepmcessolband 
arecompIessedintoahashvaluebyusinganlnclemental 
MultisetHashHmction(IMHIり9).Theiralchitectuleex-
ecutesaheavyhashfUnctionSHA-110Mbreverymemoly 
access,andUmsthespeedofUlepmcessorisdecreased・

Oursecurepmcessoralchitectureusesacomputation-
anyUghtweightspecialcountingschemefbrmemolyac‐ 
cess,andachieveshigh-speedinverifyingUleinteglityof 
memory・Byusingthisnovelcountingscheme,thefast
blockciPherRijndael11)canbeusedinsteadofanlMHF 
inthepleviouswolkmiscomributestothehigh-speed 
integlityverification 

Thispaperisolganizedasfbllows、Section2fbnnu‐

latestheploblemofofTとchipmemolyintegrityvelihca‐
tionSection3introducesthepmposedmethod､Section4 
desclibestheevaluatedIesultsofthemethodwithacom‐ 

palisontotheplCviousapploachesusingahardwaresim-
ulation､OurconclusionsaleinSection５． 

２．PmblemmmmlationandGoal 

TY1issectionfOnnulatesthepmblemofofTLchipmem‐ 
olyintegritylanddeiinesthegoalsoftheplOposed 
method 

Weassumethatamammemoly(e､9.,ＤＲＡＭ)issepa‐ 
ratedfiomlheplocessonSuchprocessorsgenelaUyhave 
caChememoryinsidelhechips(ＳｅｅＦｉｇｍｅｌ)．Thein-

Lm1tmduction 

Aslntemete-conⅡnerce，digitalcontentdistribution 

andsoonhavewidesplead，securitysystemslbrper-
sonalinfbrmationplotectionordigitallightmanagement 
havebecomemoreimportant、Omheotherhand,there

havebeenincleasingamountsofmalicioussoftwale(e９．， 
computervimses)andincleasingnumbersofphysicalat‐ 
tacksonhaIdwaIechipsorbuses,whelethesecuIityof 
thesystemscanbethreatenedThus,mostoftoday,sse-
curitycountermeasuresrelyｉｎｇｏｎｌｙｏｎｓｏｆｔｗａＩｅａ１Ｂｂｅ‐ 

connngmoreandmolevulnerabletountmstedoperating 
systemsattackedbymalicioussoftwaleoragainstPhysi‐ 
callyattackedhaldwaIe・

Therefb唾,somesecurityinfrastructmesusingnotonly
softwalebutalsohamwa【ethatcansafbguardprogram
executionhavelBcentlybeenproposedtocleatemorese-

curecomputingenvlronments・TheyaIetryingtopmvide
asecuIecomputingenvlronmentfiomalowlevelposi-
tionundersoftwa1Bbyusingtamper-Iesistantofhardware 
andhigh-speedimplementationsofclyptoglaphicfUnc-
tions・Ｆｏｒexample，theNextGenerationSecureCom-
putingBase1)andLaGrande2)withtheTtustedP1atfbnn 
Module3）weIeproposedbyMicrosofLIntel，andthe 
nustedComputingGIoupfbrauthenticatedplOgmmexe-
cutionanddigitalrightsmanagememIheeXecuteOnly 
Memolyarchitectule4)β）wasplOposed､againstprotect 
softwaIepnvacybwheleenclyptedprogramscanonlybe 
executedonaprocessortllathasacertainsecretkey・
Amongthefimdamentaltechnologiesusedsecurein‐ 

fTastrucmreswhichaIeintegrateｄｗｉlhbothsoftwaleand 

haldwale,wefbcusonthedatainteglityofofTLchipmem 
olytoassurethatpmgramａｎｄｄａｔａｓｔｏｒｅｄｉｎｅｘｔｅｍａｌ 

ｍｅｍｏｌｙａrenotcorruptedlnthispapel；weplopose 
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Fig.１TheaIchitectulemodelofthesUpposedsystem・

sideofthcprocessorisIegardedasasecuredomainthat 

hastamperresistanceagainstmaUcioussoftwareorphys‐ 
icalattacks・AnadvelsarycannotaccesssecretinfOnna‐
tionintheplocessonbuttheextemalcomponentsandthe 

intelf江esofaprocessorarenotpmtectedagainstanad‐
versary・Dataandaddlessbusandcontrolsignalscanbe

observedltisalsoassumedthatanadversarycanl巳一
placeexistingdataontheoHLchipmemorywithoUlerdata 

atanytime、Forexample,ifIheadveIsaryusesphysical
equipmentsuchasalogicanalyzeroralnemolyemulator 

thatisconnectedtothememolybus,theadversarycan 

pelfbImsuchattacks・

Wedeiinememoryinteglityasfbnows：“Ｍｅｍｏｒｙｂｅ‐ 
haviorisvaUdifthedatareadfiomaparticularaddressis 
thesameasthedatawlittenmostrecenUytothataddless.，’ 

WhentheprOposedpmcessorisleqUestedtoguaranteeits 

integritybIhepmcessorswitchesto“secure-mode.,，IfIhe 

datainlhememolyhasbeenalteIedbyanadversaIylthe 

processorcandetecttheattackbytheendofthepmcess 
inthesecuIe-mode・

ThegoaloftheprOposedaIchitectureistoinsulethe 

integrityofmemolyJnaddition,ｗｅａｉｍｔｏｒｅｄｕｃｅthe 

vemicationovelheadandtoprovideahigh-speedmemory 
integrityvelificationmethod 

３．ThePHnposedMethod 

Thepmposedalchitectmecontainsseveralnontrivial 

ideas,ａｎｄthusitisIelativelydifliculttounderstandwith 

adescliptionofUlearchitectmealoneTherefbre,westalt 
withanintuitivedescriptionofthebehaviorofthemethod 

inSection31befbrewegointolhedetailsi、Sectio、
3.2．NOtethatthediscussioninSection３．１１ackstech‐ 

nicalcompleteness,butitisstillhelpfUlasanoverviewof 

theprOposedmethod、
３．１０verview 

Thissectionintroducesaskeletaloverviewofthepm‐ 
posedmethodlfthedataleadftomexｔｅｒｎａｌｍｅｍｏｌｙ 
ｉｓｔｈｅｓａｍｅａｓｔｈｅｄａｔａprevious1ywlittentothesame 

addless，thedataisvalidAprocessoLthelefbre，can 

guaranteelheinteglitybyvelifyingthedatatransactions・
MostmodemprocessoIBhavecachememones,andthele-

fble,itissuHHcienttovelifyWhetherthedatapleviously 
written-backtotheexternalmemolyisthesameasthe 

datarefilledfromthatmemorywheneveracacheleplace‐ 
mentoccms(SeeFigure2).Theploposedprocessorhas 
averiiicationmodulebetweenthecachememoryandthe 

extemalmemorybustoverifythosetransactions・

Inourapproach,whileinthesecure-mode,thereadand 

Fig.３Comp"ssingtlansactionhistolyfbreachlead/wlitechanneL 

wlitetransactionsaleindependenUyXORedwilhread 
andwmehistoIylegistersintheprocessorinorderto 
generatetransactionhistories,andstoIedintotheseIeg-
istersagain,respectivelyHOwevenifthelawdataofthe 

transactionsisXORed,ａｎａdveKsalycaneasilydetermine 
thevaluesofthehistoryIegistels・Therefble，theIead

andMitetransactionsaleindependentlyenclyptedwith 
theblockcipherRijndaeMndlheencIypteddataisse‐ 
quentiaUyXORedintothereadandwritehistoIyIegisters 
(SeeFigme3).Attheendofplocessinthesecure-mode， 

iftheleadandwlitehistolyIegistelsholdsamevalues， 

itisassuledthatthememDryhasnotbeenconuptedIf 
thelegistersholddifTerentvalues,itmeanscorruptionhas 
occulTed・

Foranycacheoperation,apairofIeadandwliteac-
cesseｓｔｏｔｈｅｅｘｔｅｍａｌｍｅｍｏｒｙaIeexecutedsothatthe 
historyofthereadbransactionwiUbethesameasthatof 

thewlitetransactionfbrthatmemolyaddless・Thatis，
evenwhenthecacheopemtionisawlite-backoperation， 
theplocessorfirstreadSthedatafiomtheextemalmem-

oryandupdatestheleadhistoIylegisterwiththｅｌｅａｄ 
dataNexLthepmcessorwlitesthenewdatatothemem‐ 

olyandupdatesthewIitehistolyregisterwiththewrit‐ 
tendata・SimilarlybwhenthecacheopelZltionsisreiiU，
theprocessorfiIstleadsdatafiｏｍｔｈｅｍｅｍｏＩｙａｎｄｕｐ‐ 
datestheleadhistolylegistenNext,thepmcessorwrites 
thereaddatatoIｈｅｍｅｍolyandupdateslhewIitehis‐ 

tolyregistenWhenaniUegalwriteaccesstothememoly 
fiomoutsideofthepmcessorisoccurTedthesehistory 
1℃gistersarenotupdatedbyusingtheｖａｌｉｄＸＯＲｏｐｅｍ‐ 
tions,andthusthiscausesamismatchbetweenthevalues 

intheleadandwritehistolyregisters、

HoweveLareorderingofUleinputaIgumentsofXOR 
operations，oreven-numbeledXOROperationsofthe 
samedatadonotefTectthefinalvalueofXORoperations 
(e､9.,α＄ｂ＝６＄αｏｒα＝αのα＄α・Detailedexamples
oftheseaIeshowninthefbuowingsection)Iherefb1℃， 

anadvelsarymayMsifytheseqUenceandthenumberof 

memoryaccessesbyusingthesechamcteristics,ａｎｄmay 
obhteratethehistolyofattacksJnordertodetectsuch 

attacks,AEGISusestheIMHEincludingaheavyhash 
fimctionHowevenournewalchitectulecanalsodetect 

suchattacksinhigh-speedmepmposedalchitectmein‐ 
cludesmemoIyaccesscounteIs,thatwritethenumberof 

memoryaccessestotheextemalmemoryButanadve形
saIymayalsorewritethecountervaluetoerasethese‐ 

quenceofillegalmemolyaccesses・Inoldertoprevent
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師9.4ThehardwaIealchitecl

this,thecountervalueisenclyptedwithRijndaeLmis 

Rijndaelcilcuitcanbeshaledwiththecimuitthatgene形

atesthetransactionhistorytoreducethecircuitlyrequiIe‐ 
mentS＝ 

３．２TheArchitectu唾andBehavio庵oftheVerinca-

tionModUIe 

Thissectionexplainsthedetailsofthealchitectureand 

itsbehavionIngenem1,aplocessorstoresonlydatainto 

extemalmemoly・Howevelbthepmposedsecureproces-
sorstoresbothdataandthevalueofthememolyaccess 

counterdunngtｈｅｓecule-mode、Thewaytoupdatethe
memolyaccesscounterisexplainedbelows： 

Ｈｇｕｌｅ４ｓｈｏｗｓｔｈｅａｒｃｈｉｔｅｃｍｌｅｏｆｏｕｒpmposed 
plocessoHntegratedvelificationmodulethatconsistsof 

thecomponentsdescribedbelow6 

・RandomNumberGenemtorMGO:Whenanew

pmcessstaltsinsecule-mode,al28-bitrandomnum-

berkisgeneratedasasecretkeyfbrRijndaeL 
・IRijndaeM92:ＥＡ(｡,c,α):A192-bit(3×64-bit)data

block(｡,c,α)isencIyptedbyusingarandomnumber 
Ageneratedbytherandomnumbergenelntomn1ena 

l92-bitciphertextisoutput,WherM,c,andczdenote 

tlledata,thecountenandtheaddless,respectively． 
・IReadandWritehistory唾gister穴,ｒＷ:Accolding

toEquatiolls(1)and(2),twol28-bitregistersaIeup‐ 
datedateachmemoryaccesswiththehigherl28bits 

oftheRijndael-192output、nlelower64bitsale

fOrthememolyaccesscounteESubscriptsrandw 
denotealeadblockandawriteblock,唾spectively
SubscriptsHandLdenotehigherbitsandlowerbits， 
respectively、TY1etimevaluesrandr-1denotethe

plesentandprevioussteps,respectively、Theupdate
operationscanbedescribedasfO11ows： 

Ｒ,:＝Ｒ,-,ｅＥＡ(｡「,cr,αr)H， （１） 
Ｗｔ:＝Ｗｉ－１ｅＥｋ(｡",Cw,αw)H， 

wherecW＝cr＋ＥＲ(dhcr,αr)L、 （２） 

・Globalcounter配gisterg:Inordertodetectdecep‐
tionutiuzingthecharacteristicsoftheXORoperation 
asmentionedeallieLthisregisterisincrementedby 
theoutputofRijndaelasfbllows： 

８，:＝邸,＋EWncr,arL （３） 

meveriiicationmodulehasfburbehaviors:ｉｎit,正Ⅲ，

write-back,andverify(DetailedinFigule5)．Theinit 

ThehardwaIealchitectulefbrmemoIymtegrityverincation． 

initializesthewholememoryspacethatshouldbeassuled 

fbrinteglityatthebeginningofthesecule-mode・Ｔｈｅ正一

ｍｌａｎｄｗ面te-baCkgenerateatransactionhistoryfbreach
cachememoryoperationwhileinthesecure-mode・These

behaviolsgenerateapairoflnemolyaccesses(ie.,Iead 
andwnteaccesses)fbreaChoperationHoweveLitshould 
benotedthatthisoverheadiscol1sideTedtobereasonable 

fbrassuringthememoIyintegrity6TY1everifyreadsthe 
wholememoryspaceandverifiestheinteglityattheend 
ofthesecure-mode・Theverificationmoduleassuresthe

memolyinteglitybyusinglhesebehaviors・Examplesof

thosebehaviorsareexplainedinthefbllowingsection、
３．３Thespecialcountingscheme 

ThissectionfirstdescIibesthleebehavioralexamplesof 
lheproposedamhitecmre､Thefirstexampleisacaseve隈
ifiedasvandThenexttwoexamplesaIecasesfbrattacks 
usingthechalactelisticsoftheXORoperation・Then
thenovelcomputationanynghtweightcountingscheme 
toblocksuchattacksisexplained・

FiguIe6showsthreebehavioralexamplesWheIetheex‐ 
ternalmemoIyhasonlyoneaddlessfbrsimpucityK1)is 
acaseverihedasvalid.(2)and(3)arethecasesofattacks 

byusing配oldelingortwoXORopemtions,respectively・
ＩｎＦｉｇｕｒｅ６(1),filstthememolyisinitializedwithO 

data,andthewlitehistorylegisterisupdatedBothread 

andwriteaccessesaleexecutedanytimeacaCheopera‐ 
tionoccurs，andthereadandwIitehistolylegistensare 
updatedFinallythememoｒｙｉｓＩｅａｄｔｏ叩datethelead
historyregisteⅢandtheiinalvaluesoflheleadandwlite 

registelsarecompaIed、Ifanadversa【yaltersdatainthe
memorybthesevalueswillbecomeinconsistent・

meabovemechanismcandetectmostattacks,suchasa 

simpleattackthatsimplycoImptsdatainextemalmem‐ 
oly,aspoofingattackthatbringsdatastoledinanother 
addresstooverwriteatargetaddress,ａｎｄaleplayattack 
thatoverwlitescunentdatawiththedatalhatexistede錘

nerinthesameaddIess.Ｈoweverlhefbllowingtwokinds 
ofattackscannotbedetectedInFigule6(2),anadver_ 

saryleordersthetmnsactionstoobntemtethehistoryof 
thecommtion．ＩｎＦｉｇｕｌｅ６(3),anadversarymakesthe 
pmcessorreadtheconuptedbtwicetoObnteratethehis-

tolyofthecolTuptionwithtwoXORoperations・Thele
fOre,theproposedalchitectuxepmvidescountenneasu1℃ｓ 
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oinit:(atthebeginningoftheseculemode） 

write(｡,c}denoteswritingablockthathasdinthedataiieldandcinthecounter 
field 

lA:＝RlVG(） 

２．Ｒｂ:＝0,Ｗｂ:＝0,80:＝0 

３．Ｗ"(fbrtheWholespecifiedsecmeaddlessα"） 
－write{0,ＥＡ(0,0,α")L)toα〃

二膳班iii磯罰qMML
oMincz):(mn-timeoperationinthesecule-mode） 

１．ｒｅａｄ{｡,c}fromａ 

ＺＪＲｒ:＝Ｒｌ－１ｅＥｋ(｡,c,α)〃

３．write{｡,ｃ＋母(｡,c,α)L)toａ

４W):=ｗｌ－１④Ei(｡,c+風(｡,c,αﾙａＬ
５．９，:＝ｇﾄ,＋Ｂｋ(｡,c,α)Ｌ 

owIite-back(dhcw,α):(mn-timeOperationinthesecure-mode） 
Ｌｒｅａｄ{dold,c}ｆｉｏｍｚｚ 

ＺＲ,:＝蝿-,＄｣EWbld,c,α)Ｈ

３．write{dllewlC＋ERUold,C,α)L}tOZZ 

４ルーｗﾉｰ,eEk(｡h…+Ｅｉ(`’61.,c,αﾙａＬ
５．９，:＝8,-,＋風(d6,.,C,α)Ｌ

・verib7:(attheendofthesecuIe-mode）

ｃ偽denotesthefinalvalueinthecounterfieldonmemoryaddIesszJ〃Adenotesaset
ofspecihedsecuIeaddIesses、
１．Ｖα〃

－read{dbbm,cZhJfiomLZ,， 
－尺,:＝凡－１ｅＥＨ(dlz鰯,ctz",Cu,,)〃

２．（glinal二ZaEAC`,"）＆＆(Wlina,当Ｒｎ､,）
FHg・sThebehaviorsoftheveniicationmodule．

ofthecounteriieldsmustbeequaltotheglObalcounter 
ifnoattackhasoccuned､SincethecounterfieldsaIein‐ 

cludedinthetransactionhistoryheldwithintheproces‐ 
sonthecounterfieldcannotbecom】pted､InFigule7,the
valuesoftheglobalcounterlegisterandlhecounterfield 

incleasebyoneatthesametimetosimpUfylheexplana‐ 
tion､InaplacticalproPosedamhitecmle,lheinclements 
arethelower64bitsoftheRijndael-192ouIputfbraread 
channel 

lnAEGIS,asequenceoftmnsactionsisalsoinputinto 

thelMHFusingaheavySHA-1thathascolUsionresis‐ 

tance,whichcanthereiblepleventattacksusingIeolder七

ingandtwoXORopemtions、Insteadofsuchaheavy

fnnction,weadoptedanarchitectureWherethedataen‐ 

cryptedbyahigh-speedblockcipherissummedupby 
XORoperations,aslepresentedinEqUations(1)and(2)． 

HoweventhissimPleschemeisnotenoughfbrtheattacks 

usingreoldelingandtwoXOROperationMhus,wealso 

includeaspecialcountingschemeofmemoryaccessto 

pIEvemtheseattacks・Thisnovelideacontributestothe

high-speedintegrityvenfication． 

４．EwDluation 

WeusedSimpleScalarv3､0.12）ｗiththeparameters 
showninTnblelfbrtheperfbnnanceevaluation，TY1e 
veriiicationmodulewaslocatedbetweentheL21DcaChe 

Ｏｌｌｌ２１３１４Ｉ ggbbalcounIerregIsle「 0１２３４s 

addmsＭＢｕＢ 

ＯＸＯＯＯＯ+１１１+1２２ 

ＯＸＯｌＯＯＯＯＯ+１１５ 

OxO2Ｏ００１Ｐｌｌｌｌ+１ 

Wnteacces81sexeq｣ledontheBhadedblocK 

Fig,７Anexampleoftheglobalcounterlegisterandthecounter 
fields． 

byusingaspecialcountingschemefbrmemoryaccesses・
Eachaddlessintheextemalmemoryhasacounterfield 

cinadditiontothedataiieldd(Seetheextemalmemory 

inFigure4).Thearchitectulecountsmemoryaccessesfbr 
eachaddressbyusingthecounterfieldsmhevalueofthe 
counteriieldisincludedinthetmnsactionhistory､Thus， 

reolderingattackscanbedetected・HOweveliifanadve砂
saIycouldpledictfUturevaluesofthecounterinsome 
waybhecouldstillleorderthetransactions､nlerefble,the 
CountervalueisencIyptedtopreventsuchanattack 

ThealchitectmealsoprovidesaplocessoHntemal 

glObalcounterlegistenFigule7showsabehavioralexP 

ampleoftheglObalcounterandeachmemoryaccess 
counterfieldintheextemalmemolybwhichhasonlythlee 

addresses(OxOO-OxOZ)tosimplifytheexplanationEach 
counterfieldholdSthenumberofwliteaccessestoitsad‐ 

dless､Theglobalcountercountsallofthewriteaccesses・

Attheendoftheprocessinsecule-mode,thesumofall 
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Ext･Ｍｅｍｏｒｙ peration 

－０(write） 

。－０(readリ

→α(wme） 
write-backい）

α（｢ead） 

α(wr随）

（read） verify 

FinaIvalue 

垣【】ロ【ＩＪＩ、【

ExMV1emo｢ｙ peratIon 

－ｏ(ＷＩＦ随）

write-backn 
←Ｏ(read） 

（J(write） 

←６（read） 

－，６(write） 

verify 

FinaIvalue 【ｎ①Ｅ座（６）｡Ｅ鵬(zｉ

ＤｅｘｃＩｕｓｉｖｅ－ｏＲ 

peration Ext･Ｍｅｍｏｒｙ 

－０(write） 

write-back(α） 
←Ｏ(read） 

α(write） 

write-back(α） 
－６(read） 

”(wrIte） 

write-back(α） 
－６(read） 

"(write） 

verify ←α(read） 

FinaIvalue 

F唯､UTheexamplesofvalidandinvalidaccesses・

mhblelThepammetersettingsfbrthesimukhtion 

andextemalmemoly,ThesizeoftheL2IDcacheiscon‐ 

tmllable(256KB,１ＭＢ,or４ＭＢ).Thememolylatency 
iscontrollable､Inatypicalprccessorbthememorylatency 

isl8cyclesfbrthefirstaccessand2cyclesfOrthesucces‐ 
siveaccessesfbrDRAMbulsttransfers、Intheploposed
architecture,thelatencyis40cyclesfbrtheiirstaccess， 

accordingtotheexperimentalevaluationinAEGIS7)．Ｉｎ 
ＡＥＧＩＳ,thelatencyis80cyclesfbrthefirstaccess7).The 
silnulationusedtheSPECCPU200013)benchmarks・Tb

capturelhecharactelisticsoflhebenchmarksinthemid-

dleoftheircomputations，eachbenchmarkcomponent 

wassimulatedfbrlOOmiUioninstnlctionsafterskipping 
thehrstL5bimoninstructions・

Figule8showsthelnstructionsperCycle(IPC)Ｎorと

maldenotestheIPCofatypicalplocessorProposedand 
AEGISdenotethelPCoftheploposedamhitectuleand 
AEGIS,Iespectively､Figule9alsoshowstheL2IDcache 
messrates 

ThelPCsoftheploposedalchitectmealea1waysbetter 
thanthoseofAEGISForhighcachemissmtes,thelPCs 

areimprovedby60％incompalisontothoseofAEGIS、
Onthewhole,theL21DcachemissratesdirectlyaiTect 
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Operation wwitehistorylegister RreadhistolyleglSter Ext､Ｍｅｍｏ『ｙ

iniｔ E&(O） －－Ｐ O(write） 

Mite-back(α） 
$E&(α） 

EIC(0） ← 0(read） 
－＋ａ (write） 

refiM 
麺A(α）

$Eﾊ(｡） ＋－ 
〃

→α 

(read） 

(write） 

verify $Ek(α） 牛一α (lead） 

FinalvaIue E&(O)$Ek(α)$EA(α） EA(O)SEA(α)班A(α）

(1>caseve『ifiedasvaMd

Operation Wwntehistorywisler 氏鱈adhistoIyrBgisler ExMV1emo『ｙ

iniｔ Ek(0） － o(write） 

write-back(α） 
SEA(α） 

E&(O） 〈－■ Ｏ(read） 
－＊邸 (write） 

CO'ｍｐ１７Ｏｎ iii霧iliiiiii鑿!i鑿ii議議

refiM 
③E&(６） 

$EA(6) ←か(read）

→か<write）

CO"uｍＤｎ ;鑿鑿i;鑿iiii譲譲鑿1１
verify $Ｅ Ａ q－ａ (『ead〉
FinaIvaIue Ek(0)$EA(α)$EA(６） Ｅ&(O)班k(１ｹ>eEk(`U）

(2)casewithreordering 

Operation Wwlitehistory帽gister RJeadhistory旧gister EｘＭＶｌｅｍｏｒｙ 

I、 ｔ EA(0） －０(write） 

write-back(α） 
．EA(α〉

EA(O） ←Ｏ(read） 
￣◆ａ (write） 

ＣＯ"uIof/ｏｎ 

write‐back(α） 
$Ｅ 比 (α） 

⑱Ｅ ハ (６） q■－ 

－－ウ

ｂ(read〉
〃 <write） 

conrUpl7on 

write-back(α） 
ｅＥｌｔ(α） 

$EA(６） ←ｂ(read〉
－ヶａ (write） 

verify $Ｅ ハ (α） ←ａ (read） 

FinaIvalue EA(O)雫と総>噸も縫紳EA(α） Ｅｋ(0)雫A傍)qLgh紗辨Ek(α）

(3)casewithtwoexcIusive-ORs 

PI0cessormodel Speculativeout-of-orderAlpha 
Ｌ11,Ｌ１Ｄ “ＫＢ２－ｗａｙ３２Ｂ,“ＫＢＺ－ｗａｙ３２Ｂ 
L11atency ２ cｙ cles 

Ｌ２１Ｄ Unilied,Ｚ５６Ｋ－１ＭＢ－４ＭＢ’６４Ｂ 

L21atency l0cycles 

MemoIylatency(lirsLsuccessive） Nolmal(18,2),Proposed(40,2),AEGIS(80,2)cycles 
Ｍｅｍｏｌｙｂｕｓ 8-Ｂｗｉｄｅ 

】/ＤIIB 4-way,l28entries 



2.5【'四 L2DCache:４ＭＢ L2DCache:256畑 2.5【四 L2DCache:１１尼2.5[四

０
５
０
５
０
 

●
。
●
●
●

２
１
１
０
０
 

０
５
０
５
０
 

０
●
 

２
１
１
０
０
 

０
５
０
５
０
 

●
■
 
巳
●
●

２
１
１
０
０
 

皀圖…
＞■Roposed 詳鱗霊

。
。
×
①
恒
。
シ

○
．
麺
○
三
二

。
○
匡
迫
エ
テ
の

。
（
影
○
房
』

◎
貝
》
Ｎ
ｐ

。
。
。
。
。

目
＞ 

○ 

８ 
コ

i； 寵寵籠

。
。
×
⑪
恒
◎
ン

旨
＞ 
○ 

。
。
×
⑩
恒
○
ン

§ 
五

号

８ 
： 

ｐＡＢＧ鱈

Fig.８ThelPCsmSPECCPU2000benchmalks． 

Refも正nces

l）PLEngland,Ｂ・Lampson,J・Manfeldelli,Ｍ,Pcinadoand
B・WiUman,`)dLTirustedOpenP1atfbmmJ,IEEECmqpzu蛇ｱ
MUgzzZjP2e,Ju1.2003. 

2）LaGrandeTbchnologyhttp://www・inteLcom/teclmology／

０
８
６
４
２
０
 

１
０
０
０
０
０
 

”
順
佃

率
１
４

Ｂ
Ｂ
Ｂ
 

“
“
“
 

国
園
田 security／ 

３）TmstedComputingGmup 
https://www・trustedcomputinggroup・org／

４）Ｄ・Ｌｉｃ,Cmekkalh,Ｍ・MitcheU,ELincoln,Ｄ､Bonch,J・

MitcheUandM・HomWitz,`乳rchitectumlSupportfbrCopy
andTmmperResistantSoftwaIcj,ＰｿＤｃｑｌ肋e”jizZﾋﾉＣ、‐
た極ｃ２ｍＡ応ﾉ'蛇cjzUmJSZl2pD〃jb7Pmgm伽J7zj"ｇα､‐
ｇ皿clg“mdOpemZj"g伽〃酒,pPl68-177,Nov､2000.

5）Ｄ・Lic,CThekkathandMaIkHomwitz,``Implement‐
imganUntrustedOperatingSystemonTrustedHaIdwaIeJ, 
Ｐ"ｃｂｑｆ肋ｅＩ恥ACnfSyPOqI"s醜加0"OPC、"噌伽1巴P↑ＩＳ

Ｐ"'0CIP伽,pp､178-192ｹ０ct､2003.
6）ＧＥ・Suh,Ｄ・C1alkc,Ｂ､Gassend,Ｍ・ｖａｎＤｉｊｋａｎｄＳ・

Devadas，‘)dhEGIS：AIChitectulcfbrTmmper上Evidentand

TnmpeIRcsistantProccssing,，Ｐ”c､ｑ'ZｿbeI加肋ＭＣｂか
た〃ceo"SZpe'℃m2pHZi"9,Jun２００３．

７）Ｇ・ＥＳｕｈ,Ｄ,C1alke,BGassend,Ｍ・ｖａｎＤｉｊｋａｎｄＳ・

Devadas,`EfncicntMemoIylntegxityVbrificationandEn‐ 
cryptionfbrSecmcProcessingj,Ｐ”c・ｑｆ肋Ｇ３伽AmzuuzJ
ht&ＪＳ)！"!p“juu腕o'zMicmqJ℃lljEecUuuだ,ＤＣＣ､2003.

8）Ｇ､Ｅ・Suh,Ｃ,ＷＯ，DomeU,LSachdevbS・Devadas,"ＤＣ‐

signandlmPlementationoftheAEGISSingle-ChipSecuⅡe 
ProcessorUsingPhysicalRandomFmctions;,Ｐ"cql伽
３２Ｍ肋KJSW"posj”o"Cm9puc〃「AJ1Ml舵c〃だ,Jun､2005.

9）Ｄ・Clalke,SDevadas,Ｍ・vanDijk,Ｂ・GassendandGE，
Suh,`IncrcmentalMultisetHashFmctionsandTheirAp-
plicationtoMemoHyIntCgrityCheckingJ，AsidzcDIpl2003． 

1のNatiollallnstituocofStandaIdsandTbchnology,`T恋Ｓ
180-2,SecureHashStandaId(SHS)",Ａｕ9.2002. 

11）Ｊ・DacmenandVLRijmen,`iAESPmposal:RiindaelJ,Ｎａ‐
tionalInstituにofStandardsandTbchnolOgyAESPropOsal，
Ｊｕｎ1998. 

12）DBulgerandⅢＭ・Austin,``T11eSmpleScalarTbolSet，
Version2.0Ｊ，TbcⅢ！"jCZJlR2PD”Ｕ"jvgFTj2yqfW7sco”〃
MZzdHFo〃Ｃｍ２ｐzd妃ｒＳｂｊを'zceDqPﾛｱｿｱ"“L1997.

13）Ｊ､Ｌ・Henning."SPECCPU2000:MeasuIingCPUPerfbI程
manceinlheNewMillennium；，IEEECmqp皿陀｢,Ju12000.

14）Ａ､Satoh,‘`UninedHaIdwal巳AmhitecmIMbrtheSe‐

cureHashStandaldJ，Ｅｍｂｅ雌dCmmgJTZplljCHZzｱｚｌＷＪ”：
Ｍど肋odbmgjewJJzdAy℃lIj趣如"８，JSBハルＪ５９衛斗W2a
ⅣＯⅦＳｃjelzce,０ct､2004. 

。
。
×
①
崔
。
。

。
。
．
己
。
⑭

○
○
苣
呵

Ｃ
○
○
○
○
 

８
ｓ
凶

目
ＧＤ 

Ｅ 

①
。
』
・
ン

只
塁
良
三

。
Ｑ
屋
至
の

Fig.９TheL2mcachemissrates． 

thelPCs・ThereasonisthatwhenanL2mcachemiss

occurMhenonnalprocessoraccessesmemoly,whosela‐ 

tencyishigh・Inaddition,theproposedaIchiOectulecal‐
culatesRijndaelwhileAEGIScalculatesaheavylMImR 

ThisappearstoafIbcttheexecutionpeIfbnnancedirectly、

５．Conclusions 

Thispaperplesentedaprocessor-integratedapploachto 
memoryintegrityasafimdamentaltechniquefbrase‐ 
curecomputinginfrastructure・Theploposeda1℃hitec‐
tulemonitorsthetransactionsbetweencacheandextemal 

memory､Thetransactionsareencryptedbyusingahigh‐ 

speedblockciphenandthenａｌｅｓｕｎｍｅｄｕｐｂｙＸＯＲｏｐ‐ 
erationsintoatlansactionhistolybThisplovidesahigh‐ 

speedalchitecmrefOrthememolyinteglityverification 
AsimplecombinationofablockcipherandXORop‐ 

erationsisnotsufTicienttopreventsomecleverattacks 
thatutilizethechalacteristicsofXORopelations・Ｔhe

previouswolkisresistantagainstUneseattacksbyusing 
aheavylＭＨＥOntheotherhandourploposedarchi‐ 

tecmIehassolvedtheseprOblemsbyuti1izingaspecial 

countingschemefbrmemolyaccesseswhileretaimngthe 
fastmemorytransactioncapabiuty、

Inlhesimulations,U1elanencyofRijndaelwaspes‐ 

simisticallyestimatedas40cycles､Howevel;recentlyp‐ 

icalRijndaelhaIdwareimplementationscancalculatele‐ 
sultswithinl2cycles14).UsingsuchcimuitscanmdeIhe 
ovelheadrelatedtoveIifyingthememoryintegritywithin 

thegeneralmemolyaccesslatency． 
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