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Virtual Linux Environment for Embedded Systems
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Abstract: To install any Linux programs in embedded Linux improves extensibility of
embedded systems. However, it possibly causes the decrease of reliability of the
embedded systems. Especially, a certain installed program can stop the whole embedded
system by attacking a security hall of Linux kernel. To resolve this problem, we propose
virtual Linux environment with UML (User Mode Linux) in this paper. We protect the
built-in program environment in the embedded system by making the installed programs
run on virtual Linux environment. Moreover, we describe how we improve ROM/RAM
usage and the performance of UML to run UML on the embedded systems.
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