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Abstract: It is now possible to build IoT application systems that collect and store various types of sensor
data to a cloud and perform advanced data analysis of the data using machine learning. Smartphones are
widely used and equipped with a variety of sensors, such as cameras, accelerometer and GPS, and batter-
ies, and are expected to be used for IoT systems. However, they are not fully utilized, especially in aca-
demic fields, due to the difficulty of coding. In this study, we develop a software library to support devel-
opment of IoT application systems using Android-based smartphones and applications for Android sensor
devices using the developed library, aiming to support the construction and promotion of IoT application
systems for research and education purposes. We have been developing “SINETStream,” a software pack-
age to support development of wide-area data collection and analysis programs. In this paper, we have de-
veloped an Android version of the library and show its basic performance. Using the developed Android li-
brary, we have also developed Android apps, a text sending/receiving application and a sensor information
collection application (Sensor), and their tutorials that allow users to experience the construction and use
of an IoT system. We will also demonstrate that the developed app can be used for a sensor device in an
ToT system through the experiment in a field.
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"device": {
"sysinfo": {
"android": "11",
"model": "Pixel 4",
"manufacturer": "Google"
},
"userinfo": {
"publisher": "userl@example.com",
"note": "rooml, bldg-A"
},
"location": {
"latitude": "139.xxxxxx",

"longitude": "35.xxxxxx"

},
"sensors": [
{
"timestamp": "20200521T171528.094+0900",
"type": "accelerometer",
"name": "LSM6DSR Accelerometer",
"values": [
-4.1984100341796875,
1.2285531759262085,
5.224560737609863

"timestamp": "20200521T171528.142+0900",
"type": "light",
"name": "TMD3702V Ambient Light Sensor",
"value": 67.49675750732422

1,

}

B4 JSONJERIZIML &N/t %7 =%, device I T7/V4 A1F
#, sensors It YT — ¥ HEHERT
Fig. 4 JSON-formatted sensor data. device and sensors indicate de-

vice information and sensor data, respectively.
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Fig. 5 An outline of the experiment for evaluation.
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Table 1 The experimental settings.

FIH L 72 5H5H%
Google Pixel 5
Qualcomm Snapdragon 765G, 8 27
8GB X €Y, Android 11
Amazon EC2 m5.large VM, 2 AL v F
Intel Xeon Platinum 8175 M
8GB X&), 10Gbps
CentOS Linux release 7.7.1908

VAV e

SINETStream 1.5.3 for Android
Mosquitto, mosquitto-1.6.2.tar.gz

7747V

SINETStream
MQTT

(source package)

SINETStream parameters
AT _LEAST_ONCE

consistency
tls (TLS)
crypto (AES)

check_hostname: off

key_length: 256, mode: GCM

RERL -OBAIE Ay =T A X% bytes & KT
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Fig. 6 Comparison of the messaging throughputs in the mobile

(left) and Wi-Fi (right) environments.
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F2 ENANVEETORX Y —T%EE L — I [messages/sec] DFEl
il

Table 2 The results of message send rate in the mobile environ-

ment.
ZMN A v —Y¥4 X | 100B | 1IKB | 10KB
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f& L — MIEZ#AY 20 [messages/sec] T TITF LTz —7,
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Fig. 8 Comparison of the message drop ratios in the mobile and Wi-Fi environments.
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Fig. 7 Comparison of the latencies in the mobile and Wi-Fi environments.
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Fig. 9 Transition of the Echo app.
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< Main
Message{topic(test-topic),

timestamp(20210506T230248.687+0900),
data(hello world!)}
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Fig. 10 Echo main screen.
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Fig. 11 The main screen of the Sensor app.
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Fig. 13 A snapshot of sensor data graphs used in the Sensor tutori-

al. The time series graphs show sensor data captured by

step counter, light and acceleration sensors.
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Fig. 14 An example of GPS data acquisition using the Sensor app.

- T

This figure is generated using the map provided at [15].
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Fig. 12 A server-side Docker container for the Sensor tutorial.

© 2023 Information Processing Society of Japan

118



IBRAIBF LMY T2 T T 712X Vold No2 110-121 (Apr. 2023)

L—DIBRE SN TV D720, BEHICHEAML, WUHT 5
ZENTER. B, K14 ETHEROSEMET S
Fes AV [15] 2L L TIER L 72, 14 DL TILMEE
WroFEHE L W L2 BRIRSHER S L Twiz /20,
Sensor 7 7 A5 2 & THEERY &8 14 HEO L
U IEHE 3 HM O KIBET A 2 &R ERIINETE T
HIEDMERTES, T, 33HTHERLIZL ) Ay
=T Fay FHREEL T aroT.

5. BEMR

Android A~— b7+ Y% 0T 7 7)) r—va v v A7
LOX R E LCEHT 23R8 H 5. CHK [16]
T, BEOEMZHNE LOMEEL F, REL
¥, LERE VYO T — ¥ % Bluetooth ¥ 72 (X NFC
(Near Field Communication) #&H T Android ¥ K2
LCT#HAbT 2L 512, Y FIUF—NIHET LY
Ar7uay  u—J %5 L TwA. Tk [17) b eHealth
rHME L, BEICESLLERB IO
% Wi-Fi 802.11 T Android Wi RIZHH L, GPS 7 —4% &
EDIWTIEL, VTNV A LIRS BV AT L F R
LTWwa, TAHDYAFATIE, FIHYF) FIELT
BRI DOY L L 723 AT a0 s, B0
TF—FWESEET>TVDLDITH L, RIFFETIRL YA
HHWCTHBATRERZ7 7Y L LTHESN TS, §F
12, Android Y AT ADVEEL TV LB YIRS L
TWhE, =1~ F7— 7l 1X SINETStream (2 £ 1)
Ayt —Y 70— 725 L Tw5bH, SINET-
Stream DFED IoT ¥ AT LT 72 ZARMEREDIE I C &
LIETRLL.

Android S KD X W 1EHRE 7 T 7 FCIUE - B - #
ML, ZOEEEHTLIOT VAT LD1IDE LT,
HAAKEIZ L DWE) A7 28T 522 HE LR
WEBHE S AT A8 Db, TOY AT ATIE, IR
SELL T B FIHEDRA % %8 Android Ui K TH
HMENTBENOEHRE 2 ST K= 7 TIEEL, 75
Y R CTHETH D LTl SN D LK Android 3 K O FI
FIVHEANT D, ABFFE TR L7z Sensor 771 6 2D &
A LMBETHEREIND Z LM TE S,

6. TELHESEDERER

KIFFeCix, £ U235 50 LoBR SN An-
droid ¥ K Z W L7208 - BHEH T 7 7)) r—a >~
VAT ADOEETIED/-®, SINETStream Android it o
1770 xR L, TOERREREZRLz. 72, KIA4
7590754751 &, Android ¥ KDt Y FHINL
EEIHSTHANII=F 47 F1) ZHWT, Android HD
7 ¥ A b %% M5 7 7V SINETStream Android Echo
(Echo) & & ¥ ¥ 1E#HILE T 7'V SINETStream Android

© 2023 Information Processing Society of Japan

Sensor Publisher (Sensor) # B3¢ L72. Echo 7 7)) %
WHZET, IoT Y AT LDT— ¥ WEERIC B B HEARM 7%
WHLENEERT LI EDNTHETH A, Sensor 77 1) 1
Android Wi Kz v ETLI0T 77 ) r—3a vy AT
ATOMAPTRETH Y, ToT %G L 222558 % hnk
BRHLIENTELEMHEL TS, T, Wi - #HFEH
BWCTOFMH%ZLET A 728, Echo & Sensor & H W\ 72
Fa2—=MY) 7L, AB L7, Sensor Fx— YT
VT, YTy OIUE, ER, THULETERICT S
+—/ M Docker 2 7 F b FHFEL, KF2— MY TIVIZ
XY Android Wi KE W/ LT 7 75— a >y vy AT
LOWESE - FIFAMEEBRCE D L 1Lz F/2, RETo
FEILFEER S Sensor 7 7)) A3 HE OEEMLMETHOE ¥
PIERNEIEH TE L 2 L 2R L.

L%, EEL— ORI X BMERE - AR E
ERLEEDIE, A= T+ Y CHHEE R LNy T D
B, X o) 74 BEE A MY 2 ANUERKRER &
SINETStream Android RO #EREX $LFTE L T W <. F 72,
Sensor 77 OFMEMEE L Ew L L L BT, ET T
F=2aryI AT ANOBHARTo TV, 512, KE
ETOF 22— M) TIVEMOZIETOIEH = Sensor 7 7
VDO IT Y AT ATORMARE, HHEMAZ AL T»
<.

K TRIZE L2V 7 by = 7 —RiE, SINETStream
D = 7% A I https://sinetstream.net/ T2 L T 5.
SINETStream &, ¥ — 7Y V=AYV 7 727 ThVY,
SINET DA OB THFIHEETH 5.

BEE ORI SV 72 22 W B R K O R B i
Kiek, AWZTERFERKREOBIIRER:, BB o & i
AR, ANREUERR, WVLIERERR IR CBEV 2 L E T

ARHFZe1E, JST, CREST, JPMJCR2IM3 D&% %1
725 DTY.

SENH

1] B2 MFEWF LI € % 4 L SINET % if % B
(https://www.sinet.ad.jp/wadci) (S 2022-05-06).

2] 3 1F S W 38 F1 0 SINETStream, (https://www.
sinetstream.net/) (ZHH 2022-05-06).

[3]  Takefusa, A., Sun, J., Fujiwara, I., Yoshida, H., Aida, K.
and Pu, C.: SINETStream: Enabling Research IoT Appli-
cations with Portability, Security and Performance Re-
quirements, Proc. IEEE COMPSAC 2021, pp.482-492
(2021).

4 # BE EHOF EE-—3 HH O GHE
N 10T 7 7)) fEEE % D 729 @ SINETStream Android
M7 74 0%, <VFAT1T, 5k e
NA OV (DICOMO2020) ¥ ¥ R Aiw L4, pp.421-
427(2020).

5] MEHOT, MMALET, dLIER F EE HH
W, AHEN T 7 77— a3y 07z SINET-
Stream “X\ — A Android ‘& » IEHINE T 7 ) OB 58,
XV F AT 4T, gL W & 'Y A v (DICO-

119



IBRAIBF LMY TV 2N T T U714 2X Vold No.2 110-121 (Apr. 2023)

MO2021) ¥ ¥ HRT 7 L&, pp.1068-1074 (2021)

6] MQTT: MQTT: The Standard for IoT Messaging,
(http://mqtt.org/) (£ 2022-05-06).

[7]  Apache: Apache Kafka, (https://kafka.apache.org/) (£
H 2022-05-06) .

8] Kreps, J., Narkhede, N. and Rao, J.: Kafka: a Distributed
Messaging System for Log Processing, NetDB workshop
2011, pp.1-5 (2011).

[9]  Eclipse Foundation: Eclipse Paho, (https://www.eclipse.
org/paho/) (£ 2022-05-06).

[10] ELZTEHRSWIZEAT @ SINETStream Android ii7 2 — b 1)
7 )V, {https://www.sinetstream.net/docs/tutorial-
android/) (£ 2022-05-06).

(11] 32 T #k 42 WF 98 7 0 SINETStream Python/Java fift
F a2 — ) 7, (https://www.sinetstream.net/docs/
tutorial/) (£ 2022-05-06).

[12] Eclipse Foundation: Eclipse Mosquitto, (https://
mosquitto.org/) (S 2022-05-06).

[13] MinIO: Multi-Cloud Object Storage, {https://min.io/)
(B 2022-05-06) .

[14] nginx: (http://nginx.org/) (S 2022-05-06).

[15] E PR #BEFE & 1 )b, (https://maps.gsi.go.jp/
development/ichiran.html) (£ 2022-05-06) .

[16] Yi, W.-J., Jia, W. and Saniie, J.: Mobile Sensor Data
Collector using Android Smartphone, 2012 IEEE 55th
International Midwest Symposium on Circuits and Sys-
tems (MWSCAS), pp.956-959 (online), DOI: 10.1109/
MWSCAS.2012.6292180 (2012).

(17] Khalaf, A. and Abdoola, R.: Wireless Body Sensor Net-
work and ECG Android Application for eHealth, 2017
Fourth International Conference on Advances in Bio-
medical Engineering (ICABME), pp.1-4 (online), DOI:
10.1109/ICABME.2017.8167526 (2017).

[18] Heryana, A., Nugraheni, E., Kusumo, B., Rojie, A. F.
and Setiadi, B.: Applying Agile Methods in Designing an
Earthquake and Landslide Early Warning System Appli-
cation for Android, 2017 International Conference on
Computer, Control, Informatics and its Applications
(ICSINA), pp.80-84 (online), DOI: 10.1109/IC3INA.2017.
8251744 (2017).

"ME #2F (E&H)

2000 AEfEEA (FAE) (BA DKL TR
BUAS. HAZAIRESEFNMER (DC2,
PD), BADOKLFRFERFBET, #E3E
B A oeiise B, SRR 2 &<
2016 4F ELIEHFEMGEHT 7 — & 7 7 F v BHE e R 2
B, 2021 ERIEIZ, BEICE DL, BEWRRFREKFEE
GRHEVZERHE R B I AT, WH SO, 7)) v
R, 29% K, =y IoTI|ZBTAHMEICHEE. ACM,
IEEE, BMHREEFRERE. AaY =724,

© 2023 Information Processing Society of Japan

IR AEF (ERH)

1092 FELEEAFERBEFHETH
Wep R, 4R AR A A
/. 2012 4 B S IE K KWW 2 7 4
/ SR FE R 1 ) B M AT UG 3 5B 2
2014 fEHE+ (T5) B, 2016 4F & 0 E 745 $e- 0 22 ir
2T FEBE 20204 2 5 PRI %L
F—, BAEICEDL. 757K, IoT MHEOMIZE - %S &
Ok - WIEREB 0 7 5 F¥EAXHEICHEH. IEEE, &

FEAEEARERE.

el Bxk (ExR)

2014 4 3 7 &7 B KA KA BE I HoRk 22 B
FeRHE LIRS T - i (IE3RER).
F4E 4 B &) R v & — W%
BZ2&C, FHFE10H L) EFEBETREK
F W LA 7 B S v 19 R R P B . 2020 FF 4 A X D)
E LTI SEI A A v b — 2 ifZER %L v ¥ — T
WeHIZ, BAECEL. 2y NT—2 VAT LA, fElRtxa
)7 4 ZBT A FZEICHES. IEEE, 1HHLEEAKAE.

P
o

" EE (E2R)

2013 fEHI LA R KPR N A F [E A
T4 TR 2 v a—y A T ABIK
R RTEIE T. 2016 AR A TFIE RS
B R A AR AT e R 0 e B 3R AR
BEMET. L (EHRY). FEESIERFET 7 —*
T 7 F ¥ BHERRHMTERT R B 2021 4F H ZEUERT Wi%E
BV —F FYUINVTF s aY— A4 ) RN—=2 g vk
¥ =V 2ar¥a—5414 Y IHETRY = THIEER R
T, BECEL a/)3I575=%kyy, 757 Fav
Ya—74 7, IoT OWfZEIZHEH. ACM, IEEE, CCF

=H & (E&H)

1978 F R HUR S LF B L fE 23
1980 4F [d] K22 K2 be T2 R se BHs L3
BIET. El@EEAStticBec, v7 b
LT, AMNLV=UT AT LA, XT) v
770 R — U ZO4H - FFEICHES. 2015 4F £ 0 E7
TEHFIGET 7 7 7 FESEIERE Y v ¥ —12BWwT, 7
F v FEEOWZE - BB L O - IR 7 5 F
BANZIEIZIESE. IEEE & H.

120



IBRAIBF LMY T2 T T 712X Vold No2 110-121 (Apr. 2023)

&l |A (E&2H)

1997 £ Mt (L22) (RARH RS IS
1992 45 FLAH HOR - 1 ikt - W 78 3006 & >
=BT, 1997 R LR F R A BT
WA T AR - BHRERH AR F,
1999 4E [ KK FBE#e & B T 7R AIRE & X 7 A FH7 R
Y fili, 2003 4F [FWFFE R BT > 2 7 A BB B,
2007 fEE N IF AR RHESIR, 2015 EREIR, BAE
IZE L. BRI IREEE S S 20T W58 H (2001 4~
2005 4), /N7 A K% Information and Computer Sciences
Department % 8178 5 (2007 4E), W TR KER
WA TR BE R S A 7 A BYCEERIR (2007
F£~2016 1), BEWIERFBERFEEF A ZERHEAE S
HHHIZ (2008 F~BIfE) Fz it EFHAERETS,
IEEE, ACM &££H.

© 2023 Information Processing Society of Japan 121



