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1 Introduction  

Targeted attacks are the problem frequently 

faced by various organizations today. These 

attacks are optimized for targets and de-

signed to capture sensitive information. 

Therefore, recent countermeasures have fo-

cused on reducing the damage that occurs af-

ter malware intrusion.  

We have proposed A Countermeasure Recom-

mendation System for Indicating Residual 

Risks [1] to increasing ability that handling 

the cybersecurity incident. Subsequently, 

the concept that risk of information leakage 

remaining in the internal network, so-call 

Residual Risks, was advocated.  

There have been studies on security risk 

assessment. Masoud et al. proposed a Bayesian 

Decision Network-Based Security Risk Manage-

ment Framework [2] which includes a risk as-

sessment method based on attack graphs and 

temporal probability. However, this frame-

work is unable to reduce or eliminate the 

residual risk.  

We have designed an assessment System for 

Residual Risks of Information Leakage in In-

cident Countermeasures [3]. The system in-

cludes a resource importance estimation 

method to help calculating residual risks. 

 However, the existing importance estima-

tion method is only suitable for importance 

calculation of internal company information 

resource.  Therefore, we proposed a new im-

portance estimation method based on resource 

lineage in this paper, which fulfills im-

portance calculation in both internal and ex-

ternal sensitive information. 

2 Previous System 

2.1 Existing Formula 

The existing importance estimation equa-

tion, as shown in (1), uses the number of all 

employees (|𝑁𝐴𝐿𝐿|), the number of employees 

who can access the limited resource i (|𝑁𝑖|) 

and the weight of accessible employees (𝑊𝑝) 

to calculate the importance of resource i (𝐼𝑖). 

The weight is derived from the position of 

accessible employees as shown in Figure 1. 

However, it will introduce incorrect result 

when we calculate importance of the sensitive 

information resource which is external line-

age if we use existing method. 

 

 

 

 

 
Figure 1: Company Position and Weight 

 
2.2 Issue of Weight 

  The correlation between position of employ-

ees and the importance of the resource that 

employees can access is not always a positive 

correlation. In particularly, there are not 

an explicit correlation between a position in 

company and the importance of external re-

source. In other word, existing weight is in-

valid when we implement importance calcula-

tion of external resource. 

2.3 Issue of Max Function 

In existing papers, it is assumed that 

there is no case where the person with the 

highest position can access all resources. 

Consequently, using max function does not fix 

importance value. However, in external re-

source case, the project manager has access 

to all resource about his project. Therefore, 

the output of max function be fixed if we 

used existing method.  

3 Proposed Method 

3.1 General Design 

We proposed an importance estimation method 

𝐼𝑖 =
|𝑁𝐴𝐿𝐿|

|𝑁𝑖|
× 𝑚𝑎𝑥

 
{𝑊𝑝 : 𝑝 ∈ 𝑁𝑖}   (1) 
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based on resource lineage to complete with 

external resource. The new equation (2) 

adopts new setting of position and its weight 

(Wp
′), which based on project, shown as Figure 

2. We keep calculation of internal resource 

unchanged and use the number of all employees 

who can access the limited resource as ex-

isting method did. On the other hand, we use 

average function instead of max function, and 

new setting of position inside project and 

its weight instead of using company position 

and its weight. 

 

 

 

 

 

 
Figure 2: Project Position and Weight 

 
3.2 Average Function  

The graph of the average function, whose 

input are weights of project position, 

matches the negative correlation between the 

number of people who can access the limited 

resource and the importance of this resource.  

For instance, number of project people is 

totally 10, PM and TL are 1 person each, and 

the remaining 8 people are members. Based on 

these cases, we did a simulation and results 

shown as Table 1. The result confirmed our 

expectation. 

3.3 Project Position and Its Weight 

  First, we make the position in the project, 

the same as the position in the company, in 

a hierarchical structure. In addition, the 

project manager (PM) as responsible personnel 

for the project. Finally, the weight of PM is 

set to 3, and the weight is deducted by 1 as 

the position goes down.  

Previous setting guarantee that the corre-

lation between the project position and the 

importance of external resource is positive. 

 

Table 1: Simulation Result of Average Function 
Case Accessible personnel Average function 

1 Tanaka PM 
3.0  

2 Tanaka PM, Yamada TL 
2.5  

3 Tanaka PM, Yamada TL, Naka-
mura  

2.0  

4 Tanaka PM, Suzuki(finance) 
2.0  

5 Whole project member  
1.3  

Remark: PM: Project Manager (weight = 3) TL: Team leader (weight = 2) 

 

4 Conclusion  

  We proposed an importance estimation method 

based on resource lineage to complete with 

both internal and external resource. With 

this proposal, we made calculation of re-

source importance more accurate, conse-

quently increased calculation accuracy of re-

sidual risks. In part 3.3, we created the 

position of project to suit external resource. 

In part 3.2, simulation show that average 

function guarantees positive correlation be-

tween the position of project and the im-

portance of external resource, and negative 

correlation between the number of people who 

can access the limited resource and the im-

portance of this resource. 

  However, related problem remains to be dis-

cussed. That is the relation between company 

position and project position. For without 

loss of generality, we try to avoid setting 

up this relation in human resource server. 

Therefore, we want creating an algorithm to 

calculate this relation automatically in fu-

ture. 
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𝐼𝑖 =
|𝑁𝐴𝐿𝐿|

|𝑁𝑖|
× {

𝑚𝑎𝑥
 

{𝑊𝑝 : 𝑝 ∈ 𝑁𝑖},  𝑖𝑓 𝑖 ∈ 𝑖𝑛𝑡𝑒𝑟𝑛𝑎𝑙 𝑑𝑎𝑡𝑎

 𝑎𝑣𝑔{𝑊𝑝
′ : 𝑝 ∈  𝑁𝑖} , 𝑖𝑓 𝑖 ∈ 𝑒𝑥𝑡𝑒𝑟𝑛𝑎𝑙 𝑑𝑎𝑡𝑎

} (2) 

Remark: Avg = Average 
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