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Abstract: Developers occasionally leave bugs and issues that need to be resolved in source codes on purpose
because of several reasons such as lack of development effort. Self-Admitted Technical Debt (SATD) refers to
such bugs and issues. As it is pivotal to reduce SATDs from source codes, researchers have been investigating
the additions and deletions of SATDs so far. A prior study found SATDs on Docker, one of the container
virtualization technologies attracting attention in recent years. Although Docker is an important technology
because of the shift to cloud computing, no prior work studies the deletions of SATD on Docker. Hence, in
this study, we aim at revealing the process of deletions for SATDs on Docker to support the development with
Docker. We investigate the characteristics of the deletions of SATDs on Dockerfiles, a text file to build an
image for a container, in the top 250 most popular repositories of Docker Hub. We found that about 40.7%
of the SATDs in the Dockerfiles are resolved within 67 days on median and 166 days on average. We also
found that many SATDs exist that request a review of the Dockerfile itself and SATDs caused by external
systems. In order to encourage developers to resolve SATDs caused by external systems as fast as possible,
we created a tool that detects changes in external systems and notifies developers when such changes resolve
the cause of SATDs.
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Fig. 1 Overview of the investigation methodology.
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& 1 SATD HIBRIZ2 W T D4R
Table 1 Classification results for the deletion of SATDs.
GIHERR %
BESHRRINTYE | 48/57 (84.2%)
BEFHRES N TR | 2/57 ( 3.5%)
SATD Tl3Zw 7/57 (12.3%)

ZZ~y b1 AERROB)

1 - ENV DOCKER_CROSSPLATFORMS darwin/amd64 darwin/386
2 - # TODO add 1linux/386 and linux/arm
3 + ENV DOCKER_CROSSPLATFORMS linux/386 linux/arm darwin/amd64

darwin/386

RZ~y b2 BEPBRE TNV

- # install seccomp

2 - # TODO: switch to libseccomp-dev since dockerinit is gone
3 + # install seccomp: the version shipped in trusty is too old

2=~y b3 SATD TidZwax» bofl

1 - # Options for hack/validate/gometalinter
2 - ENV GOMETALINTER_OPTS="--deadline=2m"

I L7225 D SATD 1220 WTEE 4 {F N ERpTF
BOEEITV, TORGENT I OEmRE T/, £
7z, FERZGHED 73 & ZOIEIZOWTHAE 2TV,
Phase 1 THH L7210 % &b CTRER OGN 7 T)
B X OISR L7
3.2.3 Phase 3 : 22 D5 %

Phase 3 TiE, 1) ® 22 £ SATD 122\ T Phase 2
ERBED TS ER T o 72

R 1SRN RGEY T3 L ZO5EREERT. £
NENOFFHIZDONWT, BN - HIREO 2 — FoZ2 b=
Iy MRy k=R ENPS, SATD 2R3 3 X ¥ MK
#2® Dockerfile 122 X ¥ MIREW SN ABIHELEL W
BA, BEMRRENTWS EHITL, 9 Tldawis
FEEPHEEIN TS EHBILZ. 72, axr MNMZA
BAREINT WA, SATD TlEZWwEHRT L2, £
NENOGHEORFER T A =Ry b 1%, A=~y b 274,
A=y b 3R

A=y b 1 OAEFRREOFITIE, T XY b EEOT—
F1Z “linux/386 - linux/arm” Z Mz % 2 & 2L TH
D, HIBREREIZIZ T X 2 b EB DI “linux/386 - linux/arm”
EMATWE, ZOOAEPHRINT D EHETL
Twh, A=y b 2 OREPHERIN T2 WHEITIE
TODO &9 T X ¥ MIHIES L, 64 DF—7— KoY

*3  https://github.com/docker/docker-ce/commit/
df82456ed97e08ffa192c1{821acd9315295e7da

*4  https://github.com/docker/docker-ce/commit/
503a6ed4ffd6af08d03275cdb5989d818afcbcft

*5  https://github.com/docker/docker-ce/commit/
2652782fc983bd35c9e2a7a888c3ebb595cc31el
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Fig. 2 Classification tree for Docker SATDs.

+® 2 SATD OO SMHER
Table 2 Classification definition of the types of SATDs.

L PN /NGHR SEFE

Code/Workaround Code debt Workaround RERTOEREIZHT 5 Atk
Code/Missing functionality Code debt Missing functionality = ¥ 7 FNE ORI KU % &%
Code/Base image Code debt Base image FHNR= 24 2= DIZHT 5 fafi
Code/Version Code debt Version FRED/IN—T a Y ~OREIEICHT 5 ffiE
Test /Integrity check Test debt Integrity check BIEMEREIC B3 5 A fi
Test/Improvement for test Test debt Improvement for test 7 A b DL IR T 5 Afk

Defect/Workaround Defect debt

‘Workaround

AR AT A OB N 7 R B9 5 B

Design/Size reduction Design debt

Size reduction

Docker 1 A — YO A4 KI5 Aflk

Process/Review Process debt

Review

Dockerfile DL ¥ 2 — 29 5% &E

Requirement/Missing Feature = Requirement debt

Missing Feature

HLEGICBIN T & 2 ALBER B RRIZ B 5 Fa i

Unclassifiable Unclassifiable debt

HIS 2 IZ B TIE & 5 030 BA ] 2 fafi

F—rHREEFRVIRX Y MR- TWAD, “the version
shipped in trusty is too old” & \»9 UMk SKKE L TH
ETHLEEZONL., F/2A=y 3D SATD Tl
BRI RX Y FOFITIE, T RA Y FHIZ “hack” &) F—
7= FIZFELTWEA, BIZSACE TN TWHET
HDH7:%, SATD TlERWEHETL T 5,

3.3 SATD OHEERICEDIWEFHHE

R E N2 TV SATD NED & ) B 2 Horl A
T 472012, 3.2 HiCTHUE L7z 48 £ SATD 122w\,
Azuma [3] DSFERICKED X FHESEEAIT) . THHHME
351, 4, S BOEBEDAKIIL o T, e %
D I AT- 72 B 2 1258 A L GHERYRT.
F1 D SATD & W) V— I3 L7z Tl D ) — RisEh
FNRGFEERL, KGFEILELITHIEL2Y) — 71320
KRR LR RT. £, £/ —Fof
FICH DEFIIKTHEED SATD O EET. &6, £ 2
WARBFFE T L7z Azuma [3] 12X 20O ER L RT.
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RERER

AETIE, 3EBCTHEL: B8HEOABEISHRINT,
SATD 22\ T, 320 RQ DAL ZHMETS.

4.

4.1 RQ1l: EDEED SATD FERINTWEH?

B :12H® RQ & SATD OfFROEEIZONVWTTD
5. BEOWMET, BEMWABORET#HTONZ LD
THY, VI MY 2 TICEEETRIZT I EPBRR5NT
V5 [12). SATD IZ2WT b4 OIS FER S 1, [k
W2V 7 MY 2 TICEEEE RITTZEHL I E T

% [2]. Docker IZ2B\WT, FFEENED L IZ SATD %%t
L TE2h MA72012, T EDIEED SATD 73k
SNTVLREZIT).

#8 - Docker Hub ® A& AL 250 U ARY MY 2xf RIZ,
Dockerfile |28 115 125 14 SATD % 5 L7-. 3.2 fi
X0, HIBENTWA SATD O 9 bEMED IR EN TV
LOWA8METH Y, SATD TIEZR\\ T A ¥ MHS T HAFAE
LT\, #D0, RIfFRIC X > T L7z SATD # 4
CUEEEOH L3 2 ME1ISHTH Y, BEI RSN
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Fig. 3 Existence period of resolved SATDs [days].

2=~y b4 fERETCOWBA R SATD Of A=~y b5 G E COMBAE Y SATD Of)

1 - # TODO: Switch to debian sid
2 - FROM php:5.6-apache
3 + FROM debian:sid

1 - FROM php:7.2-apache-stretch

2 - # TODO switch to buster once https://github.com/docker-
library/php/issues/865 is resolved in a clean way (
either in the PHP image or in PHP itself)

3 + FROM php:7.4-apache-buster

2363 HTHY), HIED 67T HIL VEP-72. RLEH

TWAHHEEIZ40.7% TH > 7z,

e L7z 118 D SATD @ 9 &, 48 (40.7%) D&
EAMRR SN T\,

4.2 RQ2:SATD OEHEHEIZ EDREED ?

B : 2 2H® RQ & SATD OFEMIZOWTTH 5.
Docker TIETTIEREINTVEA A=V FFHA A=
ELTHHRTAIENEL, BAX—JIHFFET 5 SATD
BEHEOT7OY 27 MIOEET -0, B IIEEY
) EDDH B, Docker I2BI1F A SATD O—fkiy 7 F1E
M Zmas 2 kid, BEO70Y s MIEET S5 SATD
BODF THET L0 2T L7200 1 DORIEIR D
LEZOLNS.

R RN TWD 48 14D SATD 12D\ T, BN &
fRREED At 0% SATD OFEME & L, A8 cE
HML7ERE 777523 31237, KbhoFaokss 7
X, FEME (H) 2OV TER LERSHRHTH Y,
FREOWNIET T 71X A8 I HD B FNE TR SN
72 SATD O#EIETH 5. FAEHB O IEIL 67 HTH Y
FIMEIZ 166 HCTho72. £ 3 X0, 104 (20.8%)
M1 HEMCHEINTHDLZ ENWGHD.

F72, A=y M AR THEHELZSATD ®9) b
g E COMMPRWEIZRT. 0 SATD 3R D%
EAR RIS N TV 720, AEOIRTH &% IS
L0 ENLDEER T LOTRYT. SATD OFFFEIH

T, YHEORMEDER I N SHA A=V EY N ER D
ZEHaAYMIFEBL TS, FEBIZ, aAXAY MNTER
STV L [BREAHEES TR S 727212 SATD % HIB L T
Wh7zw, BEOFERFHS 2T O Y 7 M
LTwseEZON5, AEORERIIEBICHFEL TS
B3, SATD 28 &5 T COMRIIIEB KRS 5
TREVEDYE <, MRS 252 E 26N 5.
—F, A=y 5TRRE TORM A SATD @
Bl& RS, SATD OFFFEMIRIL 2 R 47 3 & 7 D JE <,
I A Y FTIEEA A —T % “debiansid” ICEFETLHZ L%
EL TV, A=y b 5D XH12, BEAORNIETE
DI SN TV AEEE, BINL ThoMkd 2 F
TOMMAPEL % 2 R E W

SATD 2SEMENTH LR INS E T, FIMET 67
H, F¥ET 166 H AR H - 7.

4.3 RQ3: D& D LIEED SATD RS h T
507

BEY : 3 2H® RQ 1E SATD OFEfHICOWTTH A, fFpk
ENTWD SATD OFEFEZ A Z & 1%, Docker 12815
FBOFERELILET L 1 DORIEICL L EEZONDL. F
7z, SATD ffo e @niE, ZoMEICL > TREL
BpblehiE2ZoNL70, SATD OFE#HAEL, B
B L D SATD Ol 3R 5 72D\ H i 7 AL % 1
Bd5.

BR N2 L), KERCOEEIIHTLIAKTH S

*6 https://github.com/docker-library/drupal/compare/
b05d762...71ffalc
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*7 https://github.com/wikimedia/mediawiki-docker /commit/
1828584c75e34ee08f12427e64d907f469cbab7c
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Code/Workaround 2% 6% <, WIZLE2—%kKDHHA
& Td % Process/Review 7°% {, Z L THEEY AT 412
FAES B /37 [0l B % B Td % Defect/Workaround
B h o7z, Process/Review 3% S fFIET S EHI & L C,
Docker & 2013 4F 12435 & L7z WY SR O EHIT T d
L7280, BBEOMAN RN LR, FHEDHREEIZE-
TR IThNTWAL I ENEZ LML, £72, Code/
Workaround % Defect/Workaround 1213, 7B 2 7 412
RS 2 RERDOFEE BT S5 SATD 5% TR L 72,
EBZ, 2D X9 % SATD 0% < FHHF OB IERE I #
ENTWE D%, Dockerfile WIZEBDOIEK A %
SATD IZHART, ROFUEDVPAETH L EEZ LN,
ZN LA D Code/Workaround (2538 S LTV A SATD 12
i, SRV FESHIEZOTFRIER L2 eI
BPRBE SN TV HOPEHELEL Tz, ZD70,
I B D SATD O % FEIZHET 5 2 £ T, XA
NTT T T4 A ERR G CHEIRE R FEETEIIONT
R T ENTE LMD D Y, Docker FHFEHE DRI
BINHEEZLND.

Dockerfile HED L ¥ 2 — %K S SATD %, &
AT MMZERFT 5 SATD 2SR STz,

5. ER

KA TlE, Docker I2B1F %5 SATD DEIFEIZ DWW THAL
#4172, AFETIX, Docker 125135 SATD %5 TIED
B A ST 5720, 13 UDIHERIIgE & o i % 47
W, B RICOWTERT L. F72, RIEEROS
BHEBEANDISHIZOWTRRL . S 512, KRR R
BE, MEEEOZNEIUIR L TED L HITEILDOh %l
HT 5.

5.1 fERMZE & DLEE

KifFe o RQL B L ' RQ2 DR, B LU Java
T 7 b EHRIZITHh I Maldonado 5 [4] 12 & A HF
MR AR 3 1”9, T 2T, Maldonado & [4] 12 & A1
ZeCid, HED)RY M) ZEIHEER M o gL E %
LCwa7eo, 120l LTERT S 2 EWEET
HbH. F00, HETFoERERL TS, F3 X
D, Docker IZ281F % SATD %, Java & IR L TS

£ 3 SATD OEBEMHEIIZOWTORAR RO L

Table 3 Comparison of Java and Docker results about resolved

SATDs.
—_—— HEEE | HeEE
) Docker Java
RSN TV L EE 40.7% 74.4%
FEAER R o> v g 67.0 H | 18.2~172.8 H
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72 SATD OFEA 33.7%E N EFHL N o7, Fh
12& Y, Docker (281} % SATD (3RS 2 b DA%\
WM L. —J7, BEBREWZ LI, Sz SATD
EHEEMSILERNENZ &£ 5555 5. 2F D, Docker (2
BT S SATD I3FER LTV DL, fFRAHEEEZ b DI
AL L TWATREEN S 5. AL TIERAERD SATD
WZOWTIFAE L T awhs, BA%EE DY Docker Mt H DR
BIZER L CWAITRED D 5720, Sk DA TR
@D SATD OAFIZOWTHL 2T 2 LEDNH 5.

72, RQ3 DFEAERIZOWT, Azuma[3] 12 & % SATD
OFEFIZBE Y 2 AT, Mt L7262 110D SATD @) HH
IEFERRICBES 2 Bfif TH % Test/Integrity check 7% 12.9%
ZHOTVWOIZH LT, ARICBNTIX4T%DHAT
Ho7z. Azuma [3] 1, BEIEMERIZES % AL Docker
HOLDTHAHETRL TS, KWFETY LEAEOM
FRDSD TN EZRLTWAEZ DS, FEOHMAID
72\ Docker (28T, Docker [EH D SATD OFHRIES
THRWI LERREL TS, 4, Docker EA O SATD
ZOWTRRITERAROE R 2 FMICRES 52 £ T,
Docker [EH OREFERADKRONC 5 Z EHIFEFTE 5.

5.2 BAREZXBEANDICH

AFFERER LY, BRI TWS SATD IZIE/MHE Y A
FAERTLLDONRENT ERBHLMICL. 205D
7 SATD %R 572012, BIFEE RN & % 5405 A
FAERERL, BIEBERLHINIET 2LENH L. L
L, #N5D SATD OfiZid, SERAZEE SN TH S 360
HEREIBERENTWE LD LFIEL TV, 20729, 4
HEFERICHEE IS L CGEAEZIT) 2 e Tad, &
DEREHNZ SATD 2Rk CTE L LEZ LN,

KEFFE T, ST AT AT 5 SATD o 5 AR
FERTEE R LTS 720, SRS AT 2 025 % M
L, BZSEIBIET) Y= VEER L. v —izon
TOMEL IRETHRD,

5.3 FHARELHEENOEHR

5.3.1 BHRENOEM

Storey & [13] 1%, V7 MY = 7HZIZBITSH TODO 2
AV N EOEROEENCOWTHIZELTEB Y, s
PITESTMADPEBETE 2\ TODO T X > ME, XA
VTt AR R ITT I & FIRRT WS, Docker |2
BB SATDIZH, T —Avb—TVDREHEINTHY
BIEEFTREFR T DI T — AP LT, ED7:
&, Docker (2817 % SATD DffE)MEVEK D 1 D&
LT, BEOFEMAEIN TN EEZ LML, B
FEE, T A PNICERIR R EERT D) v REAT S
B EDRFETSHI LT, SATD 2Py 5 F COMRME
WA R B & EZ BN D,
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2=~y b6 AR AT AIZENT A SATD OB

2=y b T Y= VOEENRE R LT RX Y OB

# TODO: the distribution given by apache is not gzipped
correctly - unzip correctly when fixed

ARWFFEAERITIMZ TL Y FIZAELITH) 2 & T, %
FIZ & > THEIE%, Docker IZBIT 5 SATD BINEED 4 4
R4 %BMHTHILENTES.
5.3.2 HIRENOER

WFEE~OEELE LT, Docker (28175 SATD (2D
TOREOEZMNER, FHRTREFEIIOWVWTORT.

Docker TlE—fk7% 7077 3 v FSEEICILRTHEME
MR LR T W RS D 5 720, R EE 7% SATD % A4
LI liE, BRilicblehiks 7oy o7 Mo L TR
BAERIZTREENEVWEEZOND. ZD7®, SATD
BINREICFEMAARE L TWAEAIL, BEICTI— b x
W3 &9 %Y — VOrEKS, Docker Fi%EI12B1F 5% SATD
BIMO7 4=~y FOEREELT, SHBRLLTW
SATD OER 2 R VTN D 5.

6. FEAREIZEY-—I

6.1 V—ILOEENGRE LS SATD OFEHIE

T UOIZ, FSSEIIEY — VOBIERNRE 2 DHHEY A
7 AR T S SATD 2 BUE§ 5720, 48 f#® SATD %
RICE 1 FZ L > TFREDEEIT 72, SHEOKE,
AR AT JSHERTT S SATD X 12 1 CTh - 72, fRFEH
Bl A=y b 6IIRT. A=y b 6 TlE, Apache
WX o THRATENTWS 7 7 A VHTIE L K EMEI N TV
WIEERRBLTBY, AEORKELH S /B
ThHEEZLND.

T/, B L2120 SATD @9 5, 8 4 GitHub O
DRI MN)D) ) —=AN=T g3 R Issue lCOWTEML
Tz, ZhH® SATD @ 71, FEBEISHRO ) RY b
VTH L= 3 U3 ) — A& N7%, L < I Issue
M7= X ENRIHIR I N TV

6.2 V—ILEE

AWFETIE, FARE RO OOMMEREDO Y — v & L
T, GitHub @) 1) —Z/N—=3 3 ¥ % Issue D HE % M4l
L, BEEICENZIT) Y- VEER L. BHEEXE
v — VOLEKIZIE, GitHub 2823 % GitHub Actions %
M L7z, v —)uix GitHub ECABILTEBY, BAFHEE
GitHub WOH LD ) KV M VIZRREHO 7 74 V& 1D
PERLT A 72 TR TE A, = IVIZBASEDE L2
ZNZ 24 BEM Z & WCBIE L, Dockerfile NIZa X >~ b &L
Twb GitHub YARY MDY ) — AFERERT Y V7,
HEED Issue /R ¥ 7 & HE THRAIT 5. FATRED 24
BERIDIPC, BRENL 720 26D ) RY M) TH L vy —
TaryR))—AsNn5s, b LT Y IED Issue A3
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1 # TODO switch to buster once https://github.com/docker-

library/php/issues/865 is resolved in a clean way (
either in the PHP image or in PHP itself)

notify: shin-shin-01/github-test/issues/2 is closed. #26
github-actions wants to merge 1 commit into main from notifyaction/2e21051054 (%)

LY conversation 0 Checks 0

ithub-actions  bot

shin-shin-01/github-test/issues/2 is closed.

Commits 1 Files changed 1

commented on 10 May @ ==

this is a test 1SSUE' !
HmE

GitHubActions E){HERAID issue TY-

see here: shin-shin-01/github-test#2
closed at: 2021-05-09T16:44:53Z

Please check.

o add notify comment Verified  bb98913

4 U= NVIZEYIER E 15 Pull Request Ol
Fig. 4 Example of a Pull Request created by the tool.

01— X ENTWABEE, Dockerfile NOFHDa A > b 1
IR AT a Ay bEIEAL, Pull Request # ERT
5. A=y b7, Y= VOBIERR & 7 BEEED Issue
BRI RGALEAX Y POBIERL, B4, )
ZHOYED P)THLVN=D 3 25 1) — 2 ST
WZVERL S L5 Pull Request D& RS. 2V — I IVDEAZ
L VREEIL RK 204 BHMUNIIHE S AT 20EHE %
MBZEPTE, SATD ORWIERZIRT Z LD TE 5.

7. RUMEANDER

7.1 ABIZ Y

AIFZE T, GitHub ) AP M) WIZHTET % Dockerfile
ERFICL7. 21U, Docker ORI A MZBWTEE
W57 7 4 )VIZ “Dockerfile” &\ ZHIDSFIH S NTRY,
Docker ZFIH$ %% < DFFEH b 228 U T “Docker-
file” #FHT A6 ThAH. LHL, 7714 NVHKIHANL
2\ 729, “Dockerfile_windows” 7% ED 4RI Z T 5 2
ENTRETH S, SEDLHIZ, F—o GitHub VR b
DJHNTOSRY 7 Mo T7ON=Ya vildbe /R
L TV AEEIE, BEISEIZ7 7 A VEELEE LT
LU H L. ZD720, WRIZTNE Dockerfile % H
BTETVLRWITRELS 5.

F 72, AWZE TR L7z SATD B FHio# 457 86.4%
THHI DD, 3ETIAELA A ML, SATD T
BV IX Y IPEINLWEELDLRD L. ZDDFEL
7oA XY MIHLT, SBEHSEEZITIRETHS.

7.2 SROE LM

AWFFETIE, HRICL/TTY 27 OB EY41ME
ANOEWE RV 9 4. AN, Docker Hub & A& A7 250
JARI M) EFRIZLTWAES, FAEERO— LDz D
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1213, D ELDSATD 28070y 27 N ERIZ, [
HOREXITH) LEND 5.

8. HHBbHIIC

AHfFETId, Docker (2B 5 SATD OHIFEIZDOWTDOE
REFAT & LC, Dockerfile IZfF7ET 5 SATD O A& fifTLE]
HRFOMHE, FBRENDE T TOHBIZOWTHITE
1Folz. ZOEE, Dockerfile I2& L5 SATD @ 40.7%
PRI ENTWE Z E XL L. SATD 2SR s L
AFToOMMIZ, FRMEAH 67 H TFHMEAT166 H TH -
7z2. %72, Dockerfile HAD L ¥ 2 — % K> 5 SATD =%,
Y AT MR S SATD %2 E 252 L
7. ARG R T PERIFZEOAER & B L T, Docker 2517
% SATD 3R AWEE L b DD WITEEN 2 7R L, Docker
2B 5 SATD OWEHREOEE®REFHS ML X
512, BAZEEIZx LT SATD ORI Z I 720 D%
V=V EAER L, GitHub L TR L7

ARWFZEIZB VT, 3.2 HiTIT o 72 SATD o 53411,
BREPRIFAPENE V) HIZEHLTEY, ZOMR
FHEOFEIZIT> T, X0 M BETkonHE
1, Docker I8 5 SATD OfFEIZET A5 5HA
N, BRELEY - VORBIZL DR L0, Sk
AETAVLENSDLEEZZ26NAE. F72, Dockerfile i& 2
YTFA A=V ORI T AL OTH Y, HirAaL
WV 7 b T OREREICE 2 B REN— N 70
TIIVIERE R LR NH L. FD72%, Docker
12815 SATD 7352 % B DWW CRIAINCE T 5 7o
THb. E5I12, Docker 12B1F 5% B E L E
PEE & RIFZERE R OB % F1A L, Docker (28115
SATD D BLIRIZOWT & b 2T 5.

BEE AWIZEO—FIX JISPS BT JP21H04877, B L U,
JSPS - A A A & OEFEILFEIZEFZE (JPJSIRP20191502)
OB 2T 7.
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