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Abstract: This paper examines the business continuity of an authentication infrastructure system from two
perspectives. The first perspective is the business continuity against large-scale disasters. In order to ensure
business continuity against a large-scale disaster, it is necessary not only to place the information system in a
safe remote location, but also to verify its behavior in case of abnormalities thoroughly. This paper describes
the design considerations for an authentication infrastructure system in a remote location and explains our
operational experience to verify its behavior. The second perspective is the business continuity against lock-
downs caused by infectious diseases. This paper describes our online procedures, which combine multiple
multi-factor authentication methods, and explains our experience in dealing with the COVID-19 pandemic.
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BEPLDHT LAV, 20720, BRI AT LOL—
PHEREHE L, TV EZEEL T IV A
> (Single Sign On; SSO) %I ¥ LFRRIREME S X7 LS
PEEENTW5 (1], 2], [3].
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OB ERBRAT 554, 2 BEOEEICOVWTO |
SEBESLETH L, 1, mEEH DC & REF v v
INAZRFRT B3y NI =27 0O ST TN EHFERF &
%o, REFY VN ADABREMIIMEETH 512D 2
b 59, EEHDC O AT ADFIHTE L WIGETH
b, H21E, KHBEKEDORELR EPFEE 2> T, K&
Fy N ADNBREMDFIHTE 742 %o 7286 DEE)
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Fig. 1 Network topology among SINET4 core nodes.
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Fig. 2 Network structure of the first generation system.
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Fig. 3 Structure of the first generation system.
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Fig. 4 Statistics of network incidents.
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Fig. 5 Number of SPs in our local federation.
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Fig. 6 Structure of the second generation system.
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Fig. 7 Network structure of the second generation system.
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Table 3 Authentication devices required for each procedure.
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Fig. 9 Proposed procedure of on-line account activation.
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Fig. 11 Statistics of transition support of mail system.
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Fig. 14 Statistics of password recovery.
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5 LMS & LT Moodle*' " FIH L TWAHEIZR - T,
Moodle OFI k% 8D B Z L2 L7z,

RIZ, TOTP b—72 v OFEFHEOWTIRE Lz, 6
2 A T 27 4TI, A S Classroom 2 FIH A4,
TOTP +— 7 v 2 V7S BERABFF L ERT 5 &9 ikF
LTwa (3&3). M13 £V, 20204 3 HEE O TOTP
b =2 VBRI A% (1,172 N) THHHh 5, HALER
T SAEFEIZOVT Y, Fx oA 0y 75y &
NIZIRI T TOTP b — 2 Y 2 BFGT L ENLETH D,
—ICSEHERLFER L2 VE ) RELTETLIEL MK
L7228, o CRERFME & o b3 4 & 12 TOTP k —
7 UIRBERTH AFIME T AW R D 2 &
DYREINDL 720, LERFRIZ TRT 2 MRS 5.
KREFEE v Y SNANZKFFTE LD ANBDFEINT BT A
7 v MEROZMNFIEFE (K 9) &, 7L KL MR
LT 52 FIEEEATBY, ZAROFEEGR LT LT
MEE L CTIRERTIE R . COMER RS A0, K
MNiERR % fimsAL L7 FIE (K 17) ##%RHL7-. K17 oF
NETIE, FAEFDOAF v YHEBREZRMF LA —VIZEoT
FEREZORANEREZIT>TWE, Ld->T, K17 OF
MEIE, PAREERGINE 23R E LS 3ERT AT b
Feo D Z ENTEDMEEIED D B A%, /N0 T3 v 7 e
DRESNIHEIZBWTIE, FHELSGLV AT THL E
ES N

2020 4E 4 A5, TOTP b —7 » OB4FIE (1K 17) %,
A=)V EGEIC X o THAEIHM Lz, K12 L), TOTP
F—27 YEEO2EBEDOY =235, Ty r LRI
BT B 7205 ELTWDE I eSS, TOTP F—27 »
DEFRF (X 13) 1, 2020 4F 3 AR O 41% (1,172 A)
5, 2020 4E 5 HEF A TIE88% (2,577 N) IZELTWD,
DX IHIHRFEIZ TOTP b =2 VBT 22805,
M 17 OFIEIZ, BBOCRBHENDP ORI TH o2 LE
Zbhb,

6 BEIE, REREOREOWE e EUBRLEBFEL L.
*17 https://moodle.org/
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(1) BHALEDEE) KEBUAD A, 2—FH  SAT—
FELVY =Xy 777 ATHEMNT S,

(2) REFEBOPSHEIL, v ) 7 Aa— FE2E%T 3,

(3) #EIE, 2—¥4 - 27— FRiLzilAa %,

(4) BB GEE, 327 — Fowiilt (EIH) %% 20T
SEFED A F v VIEIRE A L e X — VB RERTIRE,
(5) K¥E, MEA—NDX =T FLRAZYWLHEA =L T F

L AL LCES
(6) £4%, K8 DFMICLD, NAT7—F2HHHLT 5.
(7) #HEIF, 2—YH - AT —F . 2P 72a—FzfnT
TOTP +—7 v % %%,

17 COVID-19 /8> 73 v 7 0% E[F TOTP b — 27 » Bk
FIE
Fig. 17 Emergency registration procedure of TOTP tokens for

students on COVID-19 pandemic.

+=A
5 (=K1

KX ClE, KBS E T 5 FEMwEME s, ST
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HEBfE Y A7 A B DCISRE T 2 2L, &
FHCH 7o TERBITRELE, FY v SA0ERZFIHL
TR RE 2 J 0 2 AR IO W TR ~7z, F72,
TOTP b—2 v e< )7 Aa— FEHAEDLEEMET
& DT T4 D, BEIEIZL B0y 75T VIR
B BEEREDT-DIHENIE o722 L 2R LT,

B2 AT L2025 FETOEMETEL TS
720, EELIFIEIMA T AT LB LB LTS,
oML AT LAOMBESE LT, AT L08HIC
Lo THEIAREDEM N7 TV H805H 5.
I, PEMERIC L D AR F v 2 8Z L SINET @
BRI TLEAL SN #E 72 - 72728, Shibboleth IdP % A
Z% v XA & Microsoft Azure @ 2 HPTICERIE L7722 &
BERFERTH D, O3 L LT, SINET6 DEAILE
HET, R (FH) DC LiEir (#h) DC D 2 71T IH#
B2 RIS 2 2 L 2af L Twa. ZOINEL2 5
ERAUL, 2 # T Shibboleth IdP % % & 9 5 DK
PL, VAT LEMFILTEDLEEZOND, 72, 2
AL AT 2 2BV TH LA OF FH#EI 2 KRk
L7272, %L OFMEIL, TOTP F— 27 > OFHICE#
L7225, L2235 T, 314 257 4TI,
RENFHDOFRER TEL72H/NL, IDaaS OFIH % et
5.

BEE BEHMBE KRG A T 7Y v ¥ — i
ATy TDERIZE D, KDY AT LOWHEES X UE
I 2 RELEBICHEORH#LET.
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&A1 VAT LR
Table A-1 System structure

A E )Tk 41 AU AT 4 2T AT 4
ID MY AT 4 EXGEN LDAP Manager 6 (single instance) | EXGEN LDAP Manager 6.9 (single instance)
LDAP #—/ OpenLDAP 2.4.23 (active-active) OpenLDAP 2.4.46 (active-active)
Shibboleth IdP AHL Shibboleth IdP 2 (active-active) WisePoint Shibboleth 8 (active-active)
RADIUS FreeRadius 2.1.12 (active-active) FreeRadius 3.0.13 (active-active)
A=)V T AT L Postfix 2.6.6 + Dovecot 2.0.9 (active-active) | Gmail
Ml DNS ISC BIND 9.8.4 (active-active) ISC BIND 9.11.5 (active-active)
BRT = 7H =N P Apache 2.2.22 (single instance) Apache 2.4.38 (single instance)
A = Uik — N — Postfix 3.4.14 (active-active)
Tﬁ’gﬁﬁfﬂiﬁx? WebOfScience B #5IF N
@ ﬁﬂ)‘;{ T EBE1 /S — Information and Media Center -Web Of Sci Researcher I o
) example@example.com
e AT~ FEIEAX—LP KL
- Mail Address for Password Recovery
| ;
NRT—K

Hho

HUET,

Bl

O 759¥ernyy MEgeERats

O 2ot —E2\0BISEORBERD

==

PASAN

A1l

INA T — N T I T

Fig. A-1 Password authentication screen.

I EIERITRIS AR

BEEARNEBRLTSLESZ WY

TVIALIRRT—RTFF

@ BEHAT 4 7EEEEH— Information and Media Center

BEEE->TOT1 Y

VEfE->TasrY

(a) BAHAROER

(a) Selection of authentication method

-r;%cg}ﬁ%mwx%z

[T 4 LIKRT— REREE]

TLEEW

@ BERAT « 7B/ Y — Information and Media Center

TYFALIRRT—RF7 TV ICRRENIBFEADL

ay4/y

TV A LISZT— RDER

(b) TOTP

Bk
[V

(b) TOTP authentication.

A2 BEFERALM

Fig. A-2 Multi-factor authentication screen.
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Fig.

A3 OHLA A=V T B L ARSI

A-3 Recovery address registration screen.

L, TOTP b— 2 v OBEFE @A A A — V)5, FELH
A—=)IT7 K

LACEE SRS (4 A-5(b)).
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TE?E&WSH%‘X’#

@ 1BEAT 4 7EEE>/H— Information and Media Center

[/XR7— RIBE]

1-4% = — o . o
EREMBEAZERY AT LA/NRT— ROBILA—RK/(R X
7 — R / Temporary password to reset your password for
information systems of TUT D inbox x

RRT—F
SERTRNPRPEERAT ¢ 7EBEE Y Y — <supports@ime.tutacjp>  10:32 AM (41 minutes ago) Y
t0y999999 v

O7s9verhyy MEReRRE U R BT R b SAKE Sh

Hho

BRINS, BEEMBFAFOERYRTLENBY Z/cHD/NRT— RENPLT 2RHFLRF T H U,
ML BlcHicid. UTO—RK/NRT—REAALTTE W,

O zoy—e2 oRiEXEOREERD BB, TO—B/CRT— KOBEMEBIZ0AME TS,

HUET,

85209311
as4y R o = : . .
ZOBFIEEINMBWESE. TR, BBAT 1+ 7EHE > ¥ — supports@imc.tut.acjp FTERL T LS W,

(e) W5/ < 27 — I D3l A — b

(e) Notificatiion of temporary password.

() 7827 — FILoEIR IKRAT—RARD

(a) Selection of password recovery _ ] .
A—JLICREEHEENhTWB YUY NEO/KRAT—RZzAHL
TLRE W,

NIRRT —REBTNDAHIBIES

TE‘.?]&%-TE*%’#K’%?

- ISR T— R
@ 1BERAT 1« 7EEEE 5 — Information and Media Center LU ki

[seeeeeed ]
(21— &R

I:—va I Oo1 YEAEARES

[mbr %
(f) Input of temporary password.
IRAT—kUEY b

IKAT—RZEUEY RULET,
FLULWRKRT—RZADLTLES W,

(b) 2 —F DA

(b) Input of username

SRR AY JSRT—ROAH
@ 1BHRAT + PEEEE/ T — Information and Media Center L WIRT—R:
[% b U5 2R : o
LARYZEAD LT REE W, MULWKRT— K (B

F4 B6 F2 E6 E2 B5 F5 A2
[ ; ] ns4 YEE~RES
|

(g) FILVARZT—FDAS

(g) Input of new passowrd.

() = bV 22 a— R

(¢) Matrix code authentication ERERMHERPERATLANAT—RBEES NI L/ &

Your password for information systems of TUT has been changed

RZT—RUgwy k

BIFBMRAZREEES T« 7EBEE > — <supports@ime.tut.ac.jp> 1034 (4198 Y €
BRENTWBNRAT—RUEY RBOA—JLF7 RLAIC To &% ~
X—=)LEEELE LT, AR SEAN S

BRICOBHICLD, BEKITNERFZOBREY AT LZHET2OD/RT—REEELF Ul
X _szgaﬁé 1’LTCURL7‘J\5/\°Z'7— H Uty F@%ﬁ?—f ZORBTHRIANBWESIE. EA. HEA T 7EEEY 5 — supports@imc.tutacjp FTHEHEL TS W,
EIToTLLEE W, o N v

. , . h) /S 27 — FHIEILo@R X — v
HA—DEDBVWAIE, BFHTINERELCEBVE ()
hELEE L, (h) Notification of password recovery.
BRE/NZ2T—RAAEEA | OJ VEENRES

(d) iR SR 7 — F D X — )Likft
(d) Delivery of temporary password.
A4 /82T — FOHALmH
Fig. A-4 Password recovery screen.
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it i (ERA)

2006 4F EAGHATRL 7K T
T AR A3, 2008 4 7R K
P BE LR LR AR G Lo
T 2014 AFRBUR R Bl A
WFgekla v ¥ a— 4 = AR
RIS T, R SRR
s A e T
B 2020 EIRFMESIE. ST VT XA, S AT
s L, WY AT AOMFEIHER. M (B . BT
£ ¢ PTKMCZKHQUSEDRNC #ulf5%4%, IEEE, IEEE Computer Society %4 H.

TUIALIRT—RFP TVICRRENI TV I A LINRT— REAALTLEE W,

I

T:r .

=4S SN

@ 1&FRA T« 7BEREE/ 5 — Information and Media Center
BRIEDTVIALIRT—RP TV %, RBAEBRYRT LCERTZHic. ATOFIEETES
TLIEE W,

Microsoft Authenticator &7 Google Autehticator RED TV & A LIKRT—RF V&AL Y
AR=LLTL EW,

iPhone/iPad Android

Google Authenticator Google Authenticator
Microsoft Authenticator Microsoft Authenticator

(a) TOTP +—7 v D¥4k
(a) Registration of TOTP token.

EBERMANEAZERATLAIVIALIRT—RTTUNE &
B E N E U/ Your one-time password app for information
systems of TUT has been changed @& =@tL1x

supports@imec.tut.ac.jp 5H12B(K) 2005 Y& €
To B43,y999999 ~

999999 & A,

BRIDRHIC LD, EBEHHERPZOEREIRATLAENBT BLHDI VI ALINRT—R7 T ) FEESNE U,
ZORHFCHANBWEER. ERA. EERA T« 7EME Y — supports@imc.tutacjp FTEHEL TR E W,

Dear y999999,
According to your request, your one-time password app for information systems of Toyohashi University of Technology has
been changed.

If you did not change your app, please contact the support desk of Information and Media Center.

supports@ime.tutac.jp

Thanks,

(b) TOTP b —7 v EEkOMWHI A — )b
(b) Notification of TOTP token registration.
A5 TOTP F—7 ¥ EHEH
Fig. A-5 TOTP token registration screen.

TE HiR (ExH)

1998 4F GUHE K2 T A 3E. 2004 4F
AR R B A Fe RS A
PrRREREE, AR EAGHAN R R EE
y ‘ WAL Y > & —BhTF. 2007 fE[R K
& [ A 74 7 L S 5 — By, 2014
KRG A 71 7R v & —if
B, HARSEUEICET ARIRICEE. W (B,
SREILEES . NTHREFAESE.
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