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Study on Password-based Key Agreement
Protocol using The Isogeny Problem
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Abstract: Many of the current public key encryption schemes are based on the discrete logarithm problem. However, with the
advent of quantum computers, they can be easily broken using quantum algorithms. Therefore, the isogeny problem is attracting
attention as a difficult problem that can be handled by quantum computers. The isogeny problem has a similar mathematical
structure to the discrete logarithm problem, so it can be treated in the same way in cryptographic design. CSIDH has been proposed
as a key sharing scheme for quantum computers using the homomorphic mapping problem. In this paper, we focus on password-
based authenticated key sharing using CSIDH among the commonly used authenticated key sharing schemes for cryptographic
communication. We present the dangers of offline dictionary attacks on password-based authenticated key sharing using CSIDH
and propose possible improvements to cope with offline dictionary attacks.
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Figure 1  Discrete logarithm problem and isogeny problem
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Algorithm1: Computation of isogeneous elliptic curves
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Figure 10 Proposed improvements to password-based
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T5,
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Ny Y= B

H:{0,1}* - cl(Z[np])

Alice Bob

/ Vs
WG [a] = [IeAl eAn] [IeB1 esn]
ik EA = H(m)[a]E, EB = H(m)[b]E,
PA = H(n)aPO — H(T[)bPO
mosTTE EvPa | 5, = blE,
Ep = H(m)[a" b]Ey
E g = [a]Ep BB Pgy =bPy
=H(m)[a " b]E, = H(m)adP,
PAB = CLPB
= H(m)adP,

Kap = KDF(E4, Ep, Enp, Pa, Pg, Pag,70) Kga = KDF(E,, Eg, Ega, Pa, P, Pga,, )
ﬁéﬁ*ﬁ% KAB = KBA
12 CSIDH Z Ve /XA T — R_X—2 D
RS & B OB RZE 2
Figure 12 Proposed improvements to password-based

authenticated key sharing using CSIDH 2

84 WRAR2DFT 754 VHERE~ADRLMEDER
1B3ITRT LIS
WE AL Alice EARD/NNAY — R’ 2 HAWTE v
2 VBT

2. Alicelxik v a4
Kug = KDF(E4, Ef, Esg, Pa, P, Pig, M) Z AT 5,

3. W BHE AL Alice D& v vz v H Kp=
KDF (Eq, Ef, Exg, Pa, Py, Pag, M) E AT LIZ LT 5,

4 WBHFAFNAT — REMTICEZ W Ty =
KDF(Ea, Eg, Ega, Pa, P, Pap, ) 1 H T 5,

5. AT TA UREELBEEAT O AL, K T DELs. Pig

ICHAAEN TWDRDO/NRAY — R’ Zicg) 0 B x
TR S22 0, Lov L, BUREE AlX[a - B]EyCadP,
OFEREFHF > TN ENLRBETHDI L EZD
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Ny o B
H:{0,1}" - cl(Z[mp])

RAT—KRT  Alice Bob WD/ SAU—F

!

*Zﬁfﬁ [(1] [ eAl B IZA"] [Iev_r;1 eBn T
e EB = H(n’)[b]EO
Py = H(m)aP, P} = H(m")bP,
Ey Py Egs = [BlE4
= H(m)[a-b]Eo
' p! Pga =bP,
Eip = lalfy 40— H)aoP,
= H()[a" b]E,
Pjp = aPg
= H(n")abP,
13 WRE2~DFT TA VEEELEA~D

BIEDELE
Figure 13 Security Considerations for Offline Dictionary

Attacks on Improvement Proposal 2

9. BhHVI

AR TIL, FRALA & gLAF O T, CSIDH % iz N
AT — I\J\—XODWJEH%?% EFICER LU 41T -7,

7 E TR L= CSIDH & W 28 A U — R— 2 D383
fHE@IEFIT, A7 74 VEHERBOGHRERSH D, T2
T, KR TIEA 7 T4 VEHFERBEZ SAHBOBRBR T
RBLT, A7 T4 UFFEREZE < %I121X, Alice & Bob 28
AL TWDERIC %)/\z U — RS EBIZ LR T it
L2, BEE 1 TiX, AR TH DFEMMMRE,. Epl
‘)“/:Lﬂﬁbf:/\"xﬁ—F‘H(n)%ﬁ‘ﬁﬁi\ij’ %@iiﬁﬁﬁé%
AT 52 LT, AWVNZIAT DERICHENAT — R A
AP, AT TA HELBELT S LI L, HEE 2
TIX. KA MBRE,. Eg LD SR, Py i5M HIHRE,.
Ep L RICARSEE LTAWD, £ LT, FMERE,. Ep b
D Py Pgllny v afb L7/ R U — RH(w) & {4 A Te
EMHRE,, Eg Iz, Ny v afb LAY — RH(m)%
FEAIA A TR IR E,. Eg LD SR, P 425 2 & T,
HWIHATBPRIc b /R AT — REHBIAIR AT TA
BEERBET 2L 9IC Lz, 2 20U BREEHIT S &
WHEZE2 T AR T, AR oS 3t
THILI D, DA, WRE2IIHRE L LV bEHHE
BN B W MEEND D,

LSHBOBREE LTI, 6 ECHEELE 2 DORBEDA
T I A TR AD LM HONT, T — IR
MRERAZITO MLERH D, Fo, EHx EHMET
»H5,

S m -
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