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1 THRWVE 3 DOME TE)] 2 ANATRERYEE AND Ya barz2#2 3. 20— KK7a barTid—
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FZHHW3. SCIS2022 12T Five Card Trick £ IZIZFBRDERIET 0,1,0 Z AJIAIGER 70 b 2 UHHEREIC
RENTEY, M3 OFHOLM2LT 3 HEREE 22 X5 BRBIHEZFO L S IR TE
DI EaI v P AV MIDPEII Y XY MIADBITHR L — X275 &5 REEIDITONATVS.
ARZ, O &S ITHEEX N7 Five Card Trick I2BWT, #4 ORERM CRIEME) BAHEINE
EDEZRITS. 7 SCIS2022 TOIRETFUSH U TRERMEANBRAITEEICOW T 3. i
WA NEE LTE 4D AN 2B S ITIEE LT, F—h— FITIA S — VAN 2175 HiEEEET 3
ETFov v 70Tk > TEREOBAIFRTRERE T E 262 LT, FEHIR D& EHFHTE,
YD IRMED R SR TH B Z e o HWENR TR TH I EZONS.

F—J— K : Card-based protocols, Non-committed protocols, Five Card Trick, Commutative semigroups

Security considerations for the fourth data over non-commitment
3-input extended Five Card Trick card-based protocols

YuJt Sugat:?)

Abstract: The matching situation with AND operations between two parties is a common application in
card-based protocols, and it is known to provide a non-embarrassing confession of love. This means that
the other party does not know whether the input was 0 or 1, which is said to avoid embarrassment. In this
paper, we consider an extended AND protocol that allows the input of a third value ”indefinite”, which is
neither 0 nor 1, by extending the normal AND operation with two input choices, 0 and 1. In SCIS2022,
protocols that allow the input of 0, landf with almost the same operation as the Five Card Trick has been
actually proposed. The protocols are designed to have an algebraic structure such that it is a 3-valued logic
satisfying the condition of a semigroup with 3 elements, and the transition from uncommitted to committed
protocols is possible.

In this paper, we consider the case where the fourth undefined value (illegal value) is input to the Five
Card Trick extended as described above. First, we discuss whether the proposed method in SCIS2022 can
detect the input of the undefined value. Next, as a fundamental countermeasure to prevent the input of the
fourth value, we propose a method of attaching stickers to the same cards. As an example of a method that
can maintain the indistinguishability of the reverse side by shuffling the cards up and down, business cards
printed on one side can be used, which is a practical method because it is easy to prepare and shuffle.
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1. [IL®IC

—f i — FR—2 71 barTid, ANZTS8S
L A4 ¥ —1d semi-honest TH % LREINTWVWE I 05
TLAY—EARETERVWI EDEiIEE RoTWS. Th
BHEHEP VIR THRAKRTH 20, ZOREKIF 2
I —¥ a YIZBWTARIEREIERITS HE O RER I
WMahTEh, WENE S — FOELEISER T 2 MER
ZVESED THREMNEHEIRREINT VS [15].
72, 7R brarilkoTE L —Y—DOEHEE (Private
operaions ¥ dIHIN2) PRAELEHD 71 b a)LMRTEE
LTED, LA Y—DOREIHT 2 BRELBRAR 220K
WDOWTHIFEINT WS [17] [18] [20] [21]. & BIZARIE
TEPDhol- ETORBDEFLBIREEINTED, JE
a3y PRV TR R a BV TARER S — R 2R
THZETANER/ES L T2 REMTRKBOMNKDE X
LTV [16] 2=V LV 7 4 OBRTOMREDED SN
TED, I—FOUREZ [22], a4 R—ZA7m bail
BT B MASED (23] ICET 3 ERBITHATVS.

AR TEEMREERICHEL Lnw—KNkh—F
NR—=Z270 k)BT, ANERIHEMEINT S A3l
DHBZLYA—=T 4 ¥ T N—ERWBEOREAIICH
LTERT 3. KR SCIS2022 THEX N 3 EASAEE
7% Five Card Trick [30] i2BWT, ASi=>va—54 7
DIE IIENRIE AT OBENS DOV THETT 5.

1.1 ABFTHES KR

AR CTEERmER L I FACBHTHZH—F (fl
ZIZHRNCHRER) 2RV %2E 22 Ok [2] T8
WTKARSIFBHO ETRREEL LAYy b TR
Vy FMZOWTERINTVWS). ZOLEXH—FD LT
BEOEVWERWT, Zhth (—&kxI—F7 e ba
ATHWOHN?Z) B2 2 RIEDT2 2B TE 5.
o%b (L] 8y, [t]E [OeR—HTsrEERS.
A= EREATIAEEZELARVTD, FA—F—FOH
PHOWTIB baLeflTs IR TELZRD—DDX
Vy hTH 5.

2. AV X RBIZORONL

KIS — FR=—27vrarosb5Eazy VoS
o bharEfs. R — FR=—ABESTIE1 LY b
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HAniazy bVITH B 2, v b aZEIERICES
NBFERD, ATy a—7 4 I —NiZH I Wi
ATHDZr%iiEs. —ATCHazIy bVITHR L, 7
0 b a A EERRCRI SN — FEBIRT 272 LTH
REB/25ATH5.

2.1 FAYUTFJL Five-Card Trick

22—PICEBIEaIy P XV MY LTHISNS Five-
card trick 3] ZN— b7 7 7 2MHD A — FHAH VLR
TWa.

Five-card trick & 2 = —¥%[T AND #HE %175 71 b
ANTHE. 2 ANk abe {01} kLR E[?|?|=7)
@ (: b) L LT5RDA— FEWBNRTTI X LDy
b GREEEE 5 & Lz =, EFEE id & c5, 2, c3, ¢k
D 5D 2 SEMHERTEIRL TH— FRICUH T 2 181E)
{15, 22T m%mﬂ: LTANLEZERRLTE
D @l a DEJE (negation) TH 3.

5y nHy PEITS BCEhRo [V [7)e L, 5K
CHEM@MIMAI TSy vy 7135, HAHE5KDOD—F%
T&Tﬁﬁﬁéztfﬁené.M%D[ﬁ@ﬁbfﬁ
ATHIENZE anb=1, FNRLHEZaAb=0 L7
5. DT sKoh—FogiikEz RLTEBD, Zhb
DE5MDOI— FRKEELICEI DSy vy ILEND Z D
5, HARIZ 3O [OpHEi L THA T 2 HEDHH
aNb=1R2ZDRTN5. BT, anb=027%3
3ODT —ZAIZDOWVWTIRIRCE—MRENh 37D, Hh7E
FERETHAT a,b BED &K S BAETE o T2 12D TERH
TERVWERATO FaLDRL Y FTHB.

(a,b) sequence
(0,0) | [D]]|O[H|@
0,1) | [V]®]|O|0|®
(1,0) | |]|QI0|®]|O
(L1) | [#]|QIOI0|&%
R 1 Five-Card Trick #IfAJIIKAE

Five-Card Trick &, #— FANRO—EE® (ZDFr —
AT b ZASIDBRICH — F2BEELTENTWS 2D 5

1 2 4 _
W — F ety LT 545 pmmriio
1 2 3 5 4

TWRLEZ3B) LI VRLhy FOATHREINBES
Ik ra balcthb.

2.2 EF2vvI7ILDOEAY Three Card Trick

Five Card Trick ¥ FI%£IC 2FD AND HE 70 +an
BEZL. A —FFa b aricBuwTid 2 EEO
A—PFE 1RO 2KDBEAAEIN, 2KDOI—FT1EY
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FERRT . ZO0DEM I NS RIMEIE 2K TH
5. —HT, RAEBEDZELFALBHRTHII—F%E
AW2E8E 1 Kos— P2 ETHER, 2% 28EHD
Fitel [L [ [CANTTHER Z o 1 €y b % 1 TERBA
RETHD. ZODEMINIHRIBEIZ 1KTHD, 1
WD H— REEAG LD AND 70 r a LBl teEh
X, B LT optimal KARTHZLEZ 5.
@Ji&i‘— : l2VWSIya—F 4 v Ir—L%
ﬁﬁﬁbijtﬁ‘é & 5 Card Trick D X5 A, 2% b
HAROIZ 25— & [t|e L, fifllhssr—F
W a,b 1 KT ODEMASNZITS HIEREL LTUUTD
EOREEL 5. R 2% Three Card Trick & FER

rrda.
(a,b) | sequence
00 | [¢|t]L
o1 | [+[+]r
(1,0) | [T+
@y | [ttt

= 2 Three-Card Trick #HIA JTIRAE

Five Card Trick ¥ [F U XS ICA N ZHAL T 2725 3K
H—FREIVRLHy bOA— FILEZITS 23, HAKRIC
X arb=1DLEDA ZIA NS H—FEEDT [T 753‘
B ATNWS Z D%, —J5 T Five Card Trick 128
mTaAbzotﬁé3o®&—z@?«fﬂ HTET
WEAE 2 DX ST 2:7;57? K ORED R B
DLBE—HTES, ZOFETIEAT o, b ZMETERW,

ZDREDRDF I =y VWS, TAFTELTIES
VEL2FG Y b B 2EIRICEET S AATHWS R
TVWAR AL B> TE D, ETHEGRE S VX LITA
WEZ22r (ZOBERELETY Yy 7V EMR) BE X
2. DroDOHEL LTEI YR LHy MEDH— FHIC
EHRIZANI A= R IHREAVT3IRDOI—FD55H
D1IRDOREMEMEL, MOBT2FLTLETHEFREZA
hﬁit%m:?xhiﬁ—F%ﬁ%%étmﬁﬁfﬁ%
ZAHNB. TZRAREESRBDHLLEZ DD, VT
m:J@;LTm v 7 [l z ﬂ))\ﬂ*é?ab% CrERE
B LTHEDH Three Card Trick TELLTD L S5 IZHHIA N
RENZELTEZ 5.

b) | sequence

(a,
0,0) | [T4|T
(
(

01) | [t]+[+
10) | [4]+]t

(1,1) AN
#F+ 3 Three-Card Trick ICTETFY v v 7L Z0O@HRCE
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K2 R3OKEEINTHRERLZEE, VXD
P BT x oy 7RO 127255 — F410,1,2,3
MOWTAPERD, anb=1 DL =F 753‘0,3 4
WFERDPTH B, EHICaAb=0DL XE 75?12*&
THYH, D AN a, b7§>f4§l:éht4j( ETH %282 Z
AT
’ﬂ”f“ﬂﬂ¢@6ED@TNTﬁ*ﬁéﬂ%Ct#6
AK7v barozelt (AJOMEN) ZEHFELTHWS Z
L%, F7z, Three Card Trick X A1 H — FEEE
LT optimal 7 AND {HE 7w ba L Z2HEHLTWE 2L
BB

ﬁ#ﬁf%%3&@&%LTHT®&47K%§?%:
YRTED.

24T FA—Hxnsh— il
1 R O B U e U O IR
NI
3 Ltk [
R4 FUXLHhy b=>ETY vy 75058 (3 K

+—

A TR 1] — B AEES B P RADHE TS
WRIExA4 7 3enF 254 Rahs|1|t]rpehici
HL, EFvry7mckdl L[4[ e A—Hans
b5 5

3. 3{EANL 3ERIE

Five-Card Trick ICIR&FH— FR—2XF 1 baron%
<% 2 fl True(1), False(0) Z AN1 52 Z e BEEINT
W3, FlziE2 Nick? AND 7a raiix M3k
LRVWEH] B TE33hTED, EEIL—Y— AN
True # AJJ LT False £ WO HERZG/- LTH, HFD
LAY —BIZWEADPTrue B AN L2228
MV, EVWSHHTRET K ALBRVRZRIEL TS,

CDEIRIFaT—arEEZIRGE, BLTS
LAY =X 001D 20DFIRLIBDLZNDTHA S

. HFCHFEEZFETWE3DO0E I DT 2ETE L,
*FE'?E’JEX\H“E“C%% Y55 ThiHV) THTOREED

BBV ZHRLTIVDOR, Y WHREEEZ S
20, ZZTH—ETHFCBEVTOTS 1 THAEL
HIDMEEANITES XSICT 2T L HAREICT 5.

3.1 3fEREBONUI—->3Y
HBIDMEEANTAELT AN a,b ITHLTanb DE
BRELTENZHAVWI LW MEEZEZ L. (ERD 2
fHFREICBIT 52 AND BEARIILIT 72 3.
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a\b | 0 1
0 0 O
1 0 1

TR LTHEIDME I 2 ANBRICHEAREZT
WEETZ. —Hle LT, XbREWNEERICES W
Lukasiewicz @ 3 fEimBICEB T % AND EBRIIMUT &
%5,

a\b ‘
0
0
1

o O oo
> DD O
= > O+

0,1 ZxhzIURICBI 3L, Bt LTEZ®
CEDAML— P73V —FRARXNTHS. Frc 02 =0
BT AR XA TVWBREICHEET 5. Kleene I
X% 3{ERRFEICB TS AND EEICE L CIXA U EABR
PROZBHILNATWS

Rz Bochvar @ 3 fEih f@kiﬂ)‘% AND EfAREZRT.

a\b ‘
0
0
1

o > OO
T D | D
= > O+

BRCEH D EF7=& 512, ZoFHOTm barTid TKE
FRBELRVEA BTEZD, 51 SHEHBBES VT
W3] b ahd, LWIBET, F—a2Mimoflme
LTHHEBAWEEEZR o TWB Z e, BARMIZIZ
aFRFODELE LM 0% AT LT AND HED
WERM O v R ZEDHEEAW. LeL, ZHARMEFTHEY L
TREFEEALFL—2a > LTED, HIZES LA v—
ADANIDBOERIFT1IDOE X, v FUIDBI3ELWN
PIRVEE, TLAY—BIREDANEZMET ST
=M, 0B ANLTLES , AR TLES. K
Tl ohrttxa )7 a BHEEMZZ RV WS T
B, TOVRZEHFRLTILAY—BANT LI
ZHIEE T3, WO BMETH#mL TV

3.2 ¥ 3 OEHYE

VAT 47 7ay 7 LT 2EBOHRE AND #HE 7
obaEHY, B0 e rareEs L TETTS D
CEBET DL, ZOWREEIIHBE LM T HEND
%. X5 AND HBEERHETH B Z e h b, (i3 Onf
PR Z 2 TR O REMG e 5. FHEBICX 28X L
FTIERFICKZAAZITY, BALRGEZEID RV
N3 DAJHEEED 5 B AND ORERGE 20K B0 E
B3R 7L 725 [30] [31]. ARTEAREMICFEECBE
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WHERZEFIHALEZ—F 70 s aLnERAGBETH A LLT
D3ODNRR—ZOVTDAED.

a\b ‘
0

AND-(0, 6, 6):

= > O+

oS O oo
> > O

a\b ‘

AND-(6, 0, 0):

o > oo
> O |
= D O

a\b ‘
0

AND-(0, 0, 0):

o O oo
> O O
= > O+

k52 AND-(0,6,6), AND-(6,0,6), AND-(0,0,0) ® 3 /5
HUZ DWW T optimal & Z 5N 5 FHUTOWTHHAT 5.

3.3 AND-(0,0,0) DK
Ty a—F YN LTUTR#EAT S L[ 10,
: 9, .l . COLEHAPICZZ A LS H— R

’2 WTZDERNT a D negation, HENZ b Z AL

7235 E, NV Z—2arye L TRDIRZR—UDBESR
%. Z Z°T negation 3EEZ ANEZ - VAT
%5223 5. Five Card Trick TIX fi#lO AN ZEKL
TW7z, Five Card Trick 1I28WTH negation 1 2 D
B — FOELZ ANVEZ 2181F L EZ IR FUHRMET
HBEEZDZEDPTES.

(a,b) sequence
©00) | [T te]r
O,1) | [T+
(LO) | |4+
@y | [+]e]r]+]+
©.0) | | T{4{T]|T]+
0,0) | (4T
(LO) | | LT[
0. | [L[+[+[+]+
0,0) | [T+
£ 5 AND-(0,6,0) EHEDYIHIRE

IDEESVRLDY P LT Yy TSI
XD (a,b) = (L) DL Z2DH 753‘1 F 7213 4 KD
X—VhHENDE. £z (a,b) = (0,0),(0,1),(1,0) DEFH



BIRLIEF R RRE
IPSJ SIG Technical Report

(g7 [ s HodsEBn, choo 3 sk - s
TR—MREN3. I5ICERLUND 5 8% — 36213
Lr[L[r]t e, coRRBF 2Ly b LT
X v IV LIZREOWT DI —HT 2 7-DFE—HE
3.

O OLERESAET I

a\b ‘

0
1

o O OO
S D O
= > O+

WO EMBENMELNS Z &5 Five Card Trick 12 E
Ty y ZVEREERBMNT 2721 T AND-(0,0,0) %52
TEBRZEDTH 5.

4 AR, VR Hy b LEFY vy 7UEDS
BRI T3,

247 F—tHEhzh— M

2 ([t [duf [l [t} ][4 [ ]4]
L[l [ o]

L[l [ e [ o]
e ]

3 L[l [ e[ [ [ 4]
L [ et
[l [ [l [t [ ][]
e[ e ]t
L tf [ [ [ o o]
e e [
el el [ o) [ o] ]
| e[l e e
£6 FURLDy b= LTy Yy IABRONE (5 KHD

&4?5K%ﬁéh@¢hh¢ﬂﬂ¢wqq¢ﬂ@&
HEd, Fidokdic28—2=30@h»nHHHETI L
%5,

TEFYOEBRICTLEE X4 7 3,45 DWThdy) 24
TEDZEUATERS. 72720 a DAITE LTI negation
RERILLTWS, DEHWEBROI— FANTH S Z LIk
E35.

we | L] ][]

14| | Type-2 Type-2 Type-2
LT Type-2 Type-3 Type-3
14| | Type-2 Type-3 Type-4

£ 7 AND-(0,0,0) RED XA T K

HIZR & LT Type-2 25 1177 0, Type-3 231 6, Type-4
DN LIS T2 20390 5.
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4. BAEBANFKOER

R CHAA L7z AND-(0,0,0) OFEEIIBWTIEAN L
Lﬂ¢h%ojﬂ¢%9,H¢F1@&ﬁﬁﬁéhf£b
@)\ﬁwﬂﬁum\m\: YHNMB. T, £

7, B U 4 0)@73%77?5&7‘:%3@5%%%%
E25.

ao | P [ R

T Type-2 Type-2 Type-2  Type-4
AN Type-2 Type-3 Type-3 Type-4
AN Type-2 Type-3 Type-4 Type-3
T Type-4 Type-4 Type-3 Type-5

& 8 AND-(0,0,0) RED & 14 7%

FERY LT AN a,b £ HICREDE AETH S 75;»
AT L7z Type-s BHEHT 2 2 265 34 (FEEE)
DPRAITTEETH 2 Z LB H 5. ZHLSDr — 212D
TIEANH i 7% a:omfam Dz VS
K2 LBRRIDTEETHS. HlziZak LT
MASTTENT=5E, Type-2 » Type-3 LoHB X0k
TTHEH, b LT FEMHETHS zﬁ)\mm v
Type-4 BT 2 Z e SMRFIAIETH 3. — /i Tak
LT Zﬁ]\ﬁéhf Type-3 B S & LTHI L5
&, EYRANBROPREMBOPRIT S 2 LA TER
V. koT, ZOAREANEFRLUCHET 2 2 e
TRBZLeis. b L IIEANIC 753‘]\73’6%72
WE S REESIEERET 2RED DB Z L HN .

4.1 @Aﬁ%%ﬂﬁﬂ?%*ﬁﬂ:ﬂ’\mﬁ

LAY —Z 2D H— FEFEOZ Lk , ,
, o> ARE—UPAIITEZD, BRI &
31z %_»7\733“5 ZrTTE N aABHEELTLES.
ZDD 7b§}\ﬁf VAR RRASIREE L 72 .

INETH—Fe L TEIMPMBIArIGEE 2 FoR—
H—FEFALETOAIOENZED 70 b arAd A
HETIHELZOWTIBRE, 22T, F—F—FEFT
B A—DFHA VO N EHHTE I 2EZ 5.
CITESKDAI—FRE 10D —LVEREL, ¥—L
Bio 7 4RBED 5 MDA — RIFA—HTE 2330353, %
7z, A= EH B — AR HH L IRIEZE DR EREITE
BWbDLT3. H—FIZ100 MY a v 7YX EEEFTHE
GWATFARER 7 I 2= ML 7 4 Vo2 HHT 223
BZTY—N%EHBLLTLL, BHEERIZVWESIZ
TX3rEZ15N5.

YT7e baloEREZHAT 5. £33 ATRER K
RET5ROI—RIZZFAZN I THOE@MTIEAR S KM
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(BHTHA) o —Lz22. oy —AfEidtE
Ty vy 7ML o THE—HTE S X 5 ICEENNET
H3. 5 MDD — FIZEBDFAN AT REESFERICHET
HYH, REDOWHD ETEIHBRATREE 2RO LS T
YA THIDEND D, >—LBRERICETORAIAR]
REMEDRE Y 25, > — 1% 1D I — K% 2 KFECAHIE
WKHED T 223, 1 2D D 2 IZDDBT 15 X HICT

LZRENDHL. £, H—FPHXFRIho5EbY —
VTP A UHREDLLRVE ST I2XEND 3.

SN EREoTIREED AMD I — FEZERZER 2T
BT —F—ITH L, c; 1D — L% AT ai
2W®&~w%%otiitLTWDWQ%@ZT%.M
ik Five Card Trick THWOHNZ 5EDZ I A~ 50—
FEBREOREL AL [or—FTHD > -1 2K
RN FFEDH—FTHB.

TDrERZILAY—Z T barlr Ao, A—F
DIDBLLIF 2O — AV ZHBTEERZITS. H—FK
MNHE 2D — N EHBLTIR ST 1 RIIDH TR THE
BHb. ZFLTH—=FANEFARICY—LD 1 KEiRRT
5 QO —NRHPTEHEEWTIE 1L EFITR EIET).
ATRED B — RiZ ETORET 2 0FEN W (7272 LEH

DA EEM LB TH 3).

_hawimu;b,Aﬁ@¢hHTHHH¢@3ED
KHIRE N2, $RE40MTHS ci?llﬁi‘w‘::‘/—
NDFEIZ LD A TERVWET Z%E%T% Et
PR ZBICE, FILTY — 2R TR E 2 KoL
EracERT 22 b, HBTEERIT-o TV ABICIE
FREEIDENHZ L ICEET 5.

5. FHESEICDOVWT

SCIS2022 TIRE X N7z 3 EATIDAIREIR LR Five Card
Trick IZBWT, 4 ORERME (REE) BAhE0%
BDELEE{To72. %3 SCIS2022 THIREHF UK LT
REBRMEANDPRENATREDLIZONWT, BEBERICXA TW0
5 DT 5 | 1| ORAKI OBEEHALTERLE
EOBHIDAREMEIC DO W Tl 7z, TITHRARR IR E L
THAMDAN RS HEL LT, F—h— Rz —
AR EITS HEERE L. ETo vy vy 70k > THE
A ORI REME R MR T & 20 2 LT3l 25 A
TE, BHHBELHERAXTH S Z e 6BENRTT
RThHreERZOND. 5%, 2—FELVT 1 DBHEDS
X D ER AR OVTHEIZITO L 2 big, H— RBEK
TR LMDIEEICOWT AT 2175 TETH 3.
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