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A Deep-learning-based Ransomware Detection System
Using Disk Access Patterns

Ryo Hodota'”*  Manabu Hirano>*  Ryotaro Kobayashi®"

Abstract: Many ransomware detection systems employ a signature-based method using features obtained from static analysis.
However, as the number of ransomware variants has increased, creating signatures for all of these variants has become impractical.
In this study, we have investigated a behavioral-based ransomware detection method using storage access patterns. In our previous
study, we collected storage access patterns of six ransomware samples and three benign samples. We then trained machine-learning
models using classic machine-learning algorithms and evaluated the performance of ransomware detection. In this paper, we
present the results of the ransomware detection performance using deep learning.
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